
 

 

As the concept of the connected car gains momentum and 
the amount of software in a car rises sharply, the level of 
cyber risk increases too. When a cyber attack could be a 
potential matter of life and death then a comprehensive 
approach must be taken in order to reduce the cyber 
vulnerabilities. 

THE CLIENT 
A leading global, Tier 1 automotive supplier that designs, engineers and manufactures 
innovative products for vehicle manufacturers/OEMs. 

THE CHALLENGE 
The automotive supplier is developing a new driver information and infotainment system for 
a major car manufacturer that takes multiple, independent graphics streams and 
composites them to provide the appropriate level of information to the driver and 
passenger.  

The concept integrates traditional driver information, infotainment and connectivity with a 
focus on seamless Human Machine Interaction (HMI). 

It maximises the use of hardware and processing resources through a low operational 
footprint. Multiple domains are able to run side-by-side on scalable hardware through a 
number of operating systems that reduce complexity and enhance the value of the 
connected car. 

The development involved bringing several physically separate components onto a single 
System on Chip, therefore a key consideration in doing this was the security implications of 
having everything on one physical device. 

The new system also has the capability to connect to the Internet in order to deliver more 
functionality and external information to the driver and passenger. However by being more 
connected, the information and infotainment system faces a very different threat landscape 
than previous technologies. 

The car manufacturer’s objective is to ensure the vehicle is safe, reliable and meets 
regulatory commitments. As a supplier, our client needed to demonstrate to the car 
manufacturer that security is fully built into the components so that a successful cyber 
attack would not compromise vehicle safety. 

In the early development of the information and infotainment system, an internal review of 
the cyber security risks had been undertaken and an initial study was commissioned by an 
academic institution. After a review of cyber security specialists, our client then selected 
Nexor, to carry out a full, structured and robust analysis. 
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As part of this analysis, the automotive supplier also wanted to be able to transfer the 
knowledge gained on approaches to threat analysis from this project into its other work, in 
order that in the future it would be able to undertake the process internally. 

THE SOLUTION 
Nexor consultants worked with the automotive supplier to understand its technology and 
conducted a risk and threat analysis using Nexor’s own unique, structured assessment 
methodology.  

The CyberShield Secure® methodology employed by Nexor is based on good practice from 
many sources, including national standards and guidance from the National Cyber Security 
Centre (NCSC), the UK’s National Technical Authority. This approach ensures that the 
threat analysis is thorough, giving the customer confidence that all aspects have been 
considered. 

The risk and threat analysis clearly showed our client’s management team where it needed 
to focus its risk mitigation attention, clearly identifying priorities. 

One of the crucial aspects of the advice that Nexor was able to deliver was the ability to 
bring together the asset-centric information risk analysis with the attack-centric threat 
analysis, something that is often difficult to achieve unless using a structured approach. 
This enabled the automotive supplier to take the necessary mitigation and instil confidence 
in its end customer. 

THE IMPACT 
Throughout the consultation process our client was able to present the safety through 
security story to its customer to ensure that the car manufacturer was happy with the 
approach being taken and satisfy the stringent safety requirements. 

Being able to demonstrate a sound approach to managing cyber risk meant it has been 
able to proceed along the product development timeline for its information and infotainment 
system. 

A secondary impact of the project is that the knowledge gained from Nexor means that the 
company is able to adopt good cyber security practice into its other work, which allows it to 
consider threats and vulnerabilities and make the necessary improvements. 

By taking a proactive and professional approach to managing cyber risk, our client is 
confident it will be able to satisfy its end customer’s safety concerns within the 
development of the information and infotainment system.  

NEXOR CAPABILITIES 
Nexor provides solutions to get information into and out of secure networks. This enables 
organisations to perform more efficiently and effectively. The connection of secure 
networks is achieved by using people, process and technologies that align to best cyber 
security practice established by national authorities. 
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