
 

 

Seamlessly moving data between networks is a key requirement 
for many large organisations to meet their operational needs.  
A cross-domain gateway and technology integration specialist 
can help your organisation adopt more modern ways of working 
in a secure manner. 

THE CLIENT 
A large, European-based programme. 

THE CHALLENGE 
The organisation needed a robust network infrastructure to secure critical communications 
against cyber attack. 

One of the key components of the network infrastructure is the cross-domain gateway, 
which can link domains of different security levels. It ensures only content in line with the 
defined security policy is permitted to pass from one domain to another.  
 
The organisation’s challenge was to find suitable partners to build the secure network 
infrastructure. 

THE SOLUTION 
Nexor is working with global security and aerospace company, Leidos (previously part of 
Lockheed Martin), on delivering a secure network infrastructure solution. 

Nexor is providing all of the high assurance gateways in the project by integrating a mixture 
of best-of-breed third party components and its own specialist technology from its industry-
leading SIXA portfolio. This includes Nexor Sentinel, Nexor Guardian, Nexor Data Diode 
and Nexor Border Gateway. 

The Nexor cross-domain gateways were selected by Leidos in line with their Intelligence-
Driven Defense® approach to cyber security. 

Nexor assessed the organisation’s complex requirements, ensuring they were fully 
understood, before proposing the solution that best met their needs, which comprises both 
Nexor and third-party components. 

Each cross-domain gateway is based on a modular architecture, specified for the domains 
it is connecting, which may be domains for the same organisation but of different security 
levels or, alternatively, domains at the same security level but belonging to different 
organisations. 

CONNECTING MULTIPLE NETWORKS SECURELY 



 

 

A number of components can be found within the gateway, each configured for the role it 
plays in the overall solution. 

Nexor Sentinel 

Nexor Sentinel is an extremely flexible email guard which is able to cope with different label 
structures. It finds security labels, identifies their components and uses the content to 
determine the action to take, allowing appropriate messages to be transmitted and passing 
others to operators for review. 

Nexor Guardian 

To check the content of data files transferred between domains, the gateway solution uses 
Nexor Guardian. This checks the content of files, ensuring they meet the criteria as set out 
in the defined security policy, to allow the transfer.  

Nexor Data Diode 

To enforce the direction of traffic, Nexor is incorporating Nexor Data Diodes into the 
gateways where appropriate, which, by their physical design, guarantee that a gateway 
cannot be used to transfer information in the opposite direction to that authorised. 

Nexor Border Gateway 

To provide email interoperability (protocol and content) as well as content transformation 
services (normalisation, sanitisation and regeneration) the solution uses Nexor Border 
Gateway. This has a flexible architecture to enable the easy integration of third-party 
content transformation and validation components. 

Third-party products 

As part of our service approach to designing, building and delivering the most appropriate 
solutions, we have incorporated a number of third-party products into the gateway 
solutions. An example being a third-party spam filter that carries out multi-layered anti-
spam analysis with a fully-automated update function with low management overheads. 

TRUSTING THE SOLUTION 
Nexor has been at the forefront of secure information exchange for over 25 years. We fully 
understand the operational requirements of organisations where the confidentiality, 
integrity and availability of information systems is critical. 

All our development is performed within our CyberShield Secure Development facility, 
which establishes and incorporates security objectives throughout the development 
process. We follow industry best-practice and have the certifications and accreditations to 
prove it, including Cyber Essentials, TickITplus, ISO 9001, ISO 27001 and Investors in 
People Gold. 

All of our external-facing staff are able to undertake government classified work. They also 
hold certifications and accreditations that demonstrate their professional knowledge and 
expertise, including: 

•  CISSP (Certified Information Systems Security Professional); 

•  CSSLP (Certified Secure Software Lifecycle Professional); 

•  CESG Certified Professional. 



 

 

Nexor staff are gateway experts. We know how to facilitate the movement of information 
across domains without compromising security. Our expertise in integration means we can 
provide a solution that is fit for purpose, easy to use and straightforward to administer. 

Our SIXA technology portfolio is aligned to architectural patterns from the National Cyber 
Security Centre (NCSC), the UK National Technical Authority for Information Assurance, 
and is a modular solution that gives both security and flexibility. 

The SIXA components we use in our solution have been fully evaluated, and are in use in 
many sensitive environments globally: 

• Nexor Sentinel is provided as an appliance, fully installed and ready to use. It is based 
on SELinux and configured following National Security Agency guidelines. It is 
accredited to Common Criteria standard at CC-EAL4+ level and is specified by NATO 
for elements of its email communications. 

• Nexor Data Diode has been evaluated to Common Criteria standard at CC-EAL7+. 
Through design it is physically impossible to transfer data in the opposite direction. 

• Nexor Guardian is provided as an appliance, based on SELinux. It has been used on 
NATO exercises, demonstrating its ability to support operational scenarios. 

• For over twenty-five years our secure messaging solutions have been delivered to 
organisations around the globe. Our Nexor Border Gateway suite utilises all of our 
experience. 

• The third-party products we use meet our exacting standards for security and 
effectiveness. 

THE IMPACT 
Using Nexor to specify the components and configuration of each cross-domain gateway 
ensures it meets the requirements. Our experience, coupled with our commitment to 
ensure we fully understand the requirements, means the solution is the most appropriate 
for the given situation. 

Our cross-domain gateways will provide seamless connections both within the 
headquarters of the organisation itself and also between its other internal and external 
entities. The use of innovative communications and information technologies will give staff 
extensive capabilities and support modern ways of working. 
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