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INTRODUCTION

Viruses used to be the province of hackers whose aim was to demonstrate their technical 
prowess by defacing web sites. Today, security attacks are becoming much more 
sophisticated and infinitely more dangerous. 

Increasingly, they are being utilised by criminal gangs and state-sponsored organisations 
to steal information, secrets, intellectual property and money… as well as to cause 
disruption to business operations and industrial processes.

Consequently, all types of organisations now need to urgently adopt a different mindset to 
counter all kinds of new, and emerging, cyber threats. 

The bad news is that attacks on your organisation are simply inevitable which is why 
government, and industry, are advising that everybody must prepare as quickly as 
possible. 

The good news is that there are new approaches available, as part of a defence in 
depth strategy. Although certain attacks are certainly in the pipeline, by transforming 
inbound data files into new versions, the likelihood of malicious software entering your 
organisation can be significantly reduced and the cyber risk mitigated.

Version 1.0 published July 2013
Version 1.1 published February 2016
Version 1.2 published May 2017
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THE PROBLEM

DOCUMENTS CAN SERIOUSLY DAMAGE YOUR NETWORK HEALTH

Everybody in business uses documents of one form or another to share information with 
colleagues, customers and business partners… but not nearly enough people know that 
documents are a major source of infection.

Professional, ruthless and well-organised criminal gangs are now targeting the actual 
documents used by businesses, organisations and governments. This ‘New World’ needs 
a new approach because hackers are taking advantage of three self-evident truisms.

JAMES LYNE,       
DIRECTOR OF 
TECHNOLOGY AT SOPHOS

“Signature AV does not 
really work-except for the 
obvious stuff.”

ROB RACHWALD, 
DIRECTOR OF SECURITY 
STRATEGY AT IMPERVA

“It’s no secret that there is 
a huge industry devoted to 
bypassing anti-virus.”

MIKKO HYPPÖNEN, 
CHIEF RESEARCH 
OFFICER AT F-SECURE

“The truth is consumer-
grade anti-virus products 
can’t protect against 
targeted malware.”

PHIL HOCHMUTH, 
INDUSTRY ANALYST 
AT INTERNAL DATA 
CORPORATION
“The game has changed 
from the attacker’s 
standpoint. The traditional 
signature-based method 
of detecting malware is 
not keeping up.”

DETAIL 1: VIEWS FROM THE EXPERTS FROM ANTI-VIRUS SUPPLIERS AND ANALYSTS
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THE PROBLEM CONT.

SOCIAL ENGINEERING
Of course, opening the file is when the trouble starts 
and the people who are sending the dangerous files 
are getting more and more sophisticated. The attacker 
will attempt to persuade you that the file is safe to 
open by referencing relevant information that they have 
gained about you and your business – for example from 
Facebook, LinkedIn and other web sites. 

In short, they will utilise social engineering to literally lull 
you into a false sense of security in order to persuade you 
to open a ‘bad’ file.  

As a real world example, the Beebus virus used infected 
PDF and Microsoft Word documents in an email 
attachment to open up a security attack on companies in 
the aerospace and defence industries. 

Operation “Shady RAT”, which reportedly infected 71 
companies, followed a similar pattern, according to 
Symantec (see Detail 2 below).

 “Target organisations are selected and then emails 
are created and sent to individuals within those 
organisations. 

“The emails follow the typical targeted attack modus 
operandi – that is they contain some subject or 
topic that may be of interest to the recipient, such 
as rosters, contact lists, budgets and so forth. The 
attached file contains the details promised in the email 
text, as part of a social engineering ploy.

“In our investigations we’ve uncovered many such 
emails covering a whole gamut of topics. These emails 
contain various attachments, typically Microsoft Office 
files, such as Word documents, Excel spreadsheets, 
PowerPoint presentations, and PDF documents. 
These files are loaded with exploit code, so that when 
the user opens the file the exploit code is executed, 
resulting in the computer becoming compromised.”

http://www.symantec.com/connect/blogs/truth-
behind-shady-rat

WHY PROBLEMS OCCUR
The issue is that anti-virus technology tries to do its job 
like this:

1. It works on the basis of looking at what was known to 
be ‘bad’ a few hours ago;

2. The ‘known’ malware is then analysed and a 
‘signature’ is taken;

3. New files are then scanned to see if the signature can 
be found;

4. If there’s no match it’s assumed that the file’s OK.

This process is a little like constantly looking in your 
rear-view mirror while you’re driving; you can’t judge what 
perils lie ahead, on the basis of where you have been.

The problem occurs because there is no signature match 
when a new attack occurs.

What’s more, advanced evasion techniques enable a 
quick reconfiguration of malware so that it will not match 
previous signatures. Effectively, the malware can be 
configured as a new attack method targeted solely at your 
business. Anti-virus technology was simply not designed 
to cope with this situation.  

DETAIL 2: SYMANTEC REPORT ON OPERATION “SHADY RAT”
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THE SOLUTION

• What data does your business process need? 

• What information needs to be exchanged with external 
parties to support this business process? 

• How can information exchange be enabled, while 
managing the associated risks, and what level of risk 
is the organisation prepared to tolerate to enable the 
business process? 

The Nexor solution is twofold:

1. Services under the CyberShield Secure® methodology 
to assess and understand the business process that 
needs to be enabled, together with an assessment 
of the threats to the process and the risks that need 
to be mitigated. This is critical to the solution – good 
technology deployed badly will simply not solve the 
problem.

2. Solutions based around our secure information 
exchange architecture to ensure that only information 
needed by the business process is exchanged. In 
particular, the Nexor Merlin gateway which has the 
ability to intercept documents as they come into 
the organisation (whether by email, the web, or file 
transfer.) 

Critically, at this point a NEW DOCUMENT is created, 
that only contains information that can be verified as 
being “good” --- rather than try to stop bad stuff, we 
only accept known good stuff.

DETECTING KNOWN GOOD

Nexor Merlin intercepts documents on their way into 
an organisation so they can be scanned, assessed and 
regenerated into a form that reduces the risks of malware 
infection.  The detailed approach depends upon the exact 
business process being protected and the risk-appetite of 
the organisation. 

In short, it uses a revolutionary, patent-pending 
technology that is able to extract the known good from 
a document by comparing the document’s file structure 
with the manufacturer’s specification. 

It then creates a new document which is conformant to 
this specification (or a completely different format such as 
XML) that only contains “known good” content.

FURTHER CHECKS

The approach outlined equates to the “Transform” 
element of Nexor’s Secure Information eXchange 
Architecture (SIXA®). This is a modular design that aligns 
with the best practice guidance from the National Cyber 
Security Centre (NCSC), the UK’s National Technical 
Authority.

Depending upon the individual settings and risk appetite, 
further checks may be desired in high-threat scenarios 
after the “transformation” element. This would be 
achieved through the “Validation” element of the 
architecture, for example by a data guard.

The first key step that an organisation needs to take is to ensure that the business 
security problems and the business process/workflow issues are fully understood. This 
can be achieved by asking a number of crucially important questions… and answering 
them. Then a solution can be created that’s specific to the workflow and risks associated 
with the business process that the workflow is supporting.

Today’s cyber criminal is finding life all too easy. Traditional defences such as anti-
virus work well to protect against amateurs, but they need to be augmented with new 
technology to deter today’s sophisticated attackers. Nexor Merlin, as part of a secure 
information exchange solution deployed using CyberShield Secure® methodology, can 
help your business to reduce the risk of your business being attacked by malware-
affected documents.
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ABOUT NEXOR

WP-0065-0517

Nexor has a rich history of deploying 
Secure Information Exchange solutions 
that support mission critical systems. 
With our heritage in research we continue 
to innovate and apply this approach to 
creating solutions to meet our customers’ 
specific requirements.
Our innovative Secure Information Exchange solutions have 
created competitive advantage for our customers and on 
several occasions Nexor has created a solution that proves 
to be a technological first.

Our solutions are based on our industry-leading SIXA® 
technology portfolio, which has a modular architectural 
design that offers both security and flexibility. Combined 
with our technology integration and software engineering 
capabilities, this ensures that we can provide solutions to an 
extensive set of Secure Information Exchange scenarios.

Underlying our creativity is a value set that encompasses 
our commitment to customer service, communication 
and continuous improvement. We believe in ‘doing things 
properly’, which is why our customers have such high 
levels of confidence in our trustworthy Secure Information 
Exchange solutions.

CONTACT DETAILS
Nexor Limited, 8 The Triangle, Enterprise Way  
ng2 Business Park, Nottingham, NG2 1AE, UK

+44 (0)115 952 0500
info@nexor.com
www.nexor.com


