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INTRODUCTION

Today’s climate of coalition based 
operations and network enabled capability 
(NEC) means that there is a growing 
requirement for exchange of information 
between security and management 
domains.
NATO has defined the concept of an Information Exchange 
Gateway (IEG) to facilitate secure communication between 
different security and management domains. The IEG 
is designed to provide a standard and secure method of 
communication between NATO, NATO nations, non-NATO 
nations, coalition forces, Non Government Organisations 
(NGOs), and other international organisations (IOs).

The need to ensure information assurance, namely 
confidentiality, integrity and availability of information, has 
led to an IEG architecture which makes use of:

• Well-defined, limited and symmetrical interfaces
• A minimised number of standard protocols
The IEG works on the principle of the self-protecting node; 
it assumes that everything is hostile including the internal 
network, so only information and services that need to be 
exchanged are allowed across the IEG. 

Figure 1 shows a high level view of the IEG concept 
connecting two security domains, A and B, with two 
symmetric gateways (IEGs), each protecting its own domain.

This paper aims to provide a high level overview of the NATO 
IEG, its components and their purpose.

NATO has defined a number of scenarios for the use of 
IEGs, each of which is described at a high level in the next 
section of this paper. The remainder of the paper discusses 
the NATO IEG architecture and components.

Figure 1 
INFORMATION EXCHANGE GATEWAY HIGH LEVEL VIEW
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NATO has defined five main IEG scenarios each with 
scenario variants. A few standardised IEG solutions can 
meet the requirement for most or all different scenarios, 
currently four standard designs have been devised. The 
scenarios take account of the security classifications of the 
domains that they connect, as well as the security policy, 
the owners and the administrators of those domains.

Figure 2 shows the scenarios labelled A through to E. 

Scenario A is defined for connecting two domains that 
have the same security classification level and same NATO 
baseline CIS, but are operated by different authorities. 
Typically, this will be a NATO enclave run inside a NATO nation.

Scenario B is defined for connecting two domains that have 
the same security classification level, but different security 
policies, for example a NATO nation connecting to NATO. 
Scenario B variants also cover connecting multiple/different 
security classification levels with the same security policy, 
for example NATO SECRET to NATO RESTRICTED.

Scenario C is defined for connecting deployed NATO 
mission systems to other domains.

Scenario D is defined for connecting NATO systems 
to international organisations or non-government 
organisations.

Scenario E is defined for connecting NATO systems to the 
Internet or NATO systems to NATO UNCLASSIFIED systems 
that are connected to the Internet.

As can be seen from Figure 2, a number of IEGs will be 
required in the deployed space to support information 
sharing during NATO missions. Deployed IEGs will 
potentially be required to run on smaller, more mobile, 
ruggedised platforms and support a larger variety of 
physical connectors.

IEG SCENARIOS

Figure 2 
NATO DEFINED IEG SCENARIOS
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IEG MANAGEMENT
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This section introduces the NATO reference architecture 
for an IEG. The reference architecture identifies the key 
components of a solution and defines their functionality. 
The architecture is product and vendor independent.

Four standard designs have been defined by NATO for 
the IEG. The designs build up incrementally to handle the 
different scenarios described in the previous section. The 
architecture presented here is one that will support the 
main scenarios B, C and D. Scenario A requires a subset 
of this architecture and Scenario E requires a data diode in 
addition to this architecture.

Figure 3 below shows an IEG protecting the A domain, 

which connects to an IEG in order to communicate with 
the B domain. The IEG can be broken into four logical 
components:

• Node Protection
• Information Exchange
• Information Protection
• Information Management

REFERENCE ARCHITECTURE

Figure 3  
INFORMATION EXCHANGE GATEWAY (IEG) REFERENCE ARCHITECTURE
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This section provides a brief introduction to each 
component of the reference architecture shown in Figure 4. 
The IEG comprises four main services:

The IEG works on the principle of the self-protecting node; 
it assumes that any domain to which it might connect may 
be hostile. In order to allow exchange of information with 
other domains, it therefore must provide some protection 
for the domain. There are two levels of protection to be 
provided, Node Protection and Information Protection.

ARCHITECTURE DESCRIPTION: OVERVIEW

Figure 4 
THE IEG COMPRISES FOUR MAIN SERVICES

Information ProtectionNode Protection Information Exchange IEG Management

Node Protection
This protects the 
infrastructure of the domain 
by providing services 
such as network filtering, 
intrusion detection and 
virus / malware detection.

Information Protection
This protects the data 
residing in the domain 
by providing services to 
check the releasability of 
information outside of the 
domain.

Information Exchange
The purpose of the IEG 
is to enable information 
exchange with other 
domains. The information 
exchange is controlled in 
an IEG through the use of 
proxies to enable specific 
information flows only. 
The proxies also enable 
information flow between 
non IP routable networks 
which is currently the 
typical classified network 
situation between NATO 
and Nations.

IEG Management
The IEG must be managed 
to ensure that it is acting 
correctly. A separate 
management network 
allows various components 
to be monitored and 
managed in a secure way.
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The infrastructure of the IEG is protected 
using a number of standard networking 
components including switches, routers 
and firewalls.

Routers
Routers provide network routing and 
optionally network address translation 
between the different networks and packet 
filtering to provide an initial level of defence 
from the external network. The router will 
only advertise the IP addresses of the IEG 
network and will hide the internal domain 
from the outside.

Switches
Switches enable an efficient way of 
connecting the different components within 
the IEG.

Firewalls
Firewalls, typically deployed in a resilient 
failover mode, ensure that only the 
protocols that are necessary for information 
exchange are actually allowed through 
the IEG. Firewalls will ensure that only 
authorised connections can be made to the 
IEG from both internal and external servers.

Intrusion Detection Systems
Intrusion Detection Systems (IDS) protect 
the infrastructure by detecting unwanted 
access to the various computer systems 
that they monitor and subsequently alerting 
administrators of the potential security 
breach. 

Network-based IDS (NIDS) examine the 
network traffic entering the IEG and can 
protect against port scans and denial of 
service attacks. A NIDS may also be used to 
monitor the local traffic in the IEG to protect 
against internally originated attacks. 

Host-based IDS (HIDS) work in conjunction 
with NIDS to monitor individual computers 
for inappropriate access to resources. 
The IDS will require active management 
to ensure that the relevant signature 
databases are up to date and that any alerts 
generated are followed up on.

NODE PROTECTION
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Information exchange between domains is 
only allowed via proxy servers in all but the 
simplest standard IEG design for the NATO 
Enclaves. These servers ensure that there 
is no direct connection between servers 
in the external domain and servers in the 
internal domain. 

Proxy servers only allow authorised 
connections to remote servers and can use 
techniques such as strong authentication to 
ensure that the remote server is trusted.

Proxy servers can also perform some 
node protection services by detecting and 
preventing application level attacks, for 
example virus or malware scanning or 
spam detection.

Proxy servers also provide a known protocol 
implementation conformance, hiding the 
internal domain implementation of the 
protocol. This provides a good basis for 
interoperability with the remote gateway 
which is further improved where both 
gateways share the same implementation.

The actual proxy servers required in an IEG 
will depend on the information that is to 
be exchanged between the two partners. 
Initially, basic services will include informal 
messaging (email), web browsing, directory 
replication and formal (military) messaging. 
Each service will require a proxy server to 
mediate the traffic flowing between the two 
domains.

INFORMATION EXCHANGE

Figure 5 
LOGICAL EMAIL MESSAGE FLOW THROUGH AN IEG

An Email Proxy Server will typically be a Message Transfer Agent (MTA) capable of handling 
X.400 or SMTP traffic and supporting rich content such as attachments. Figure 5 shows the 
logical message flow between NATO and a nation through an IEG.
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A Directory Replication Proxy Server will allow replication between the two domains. 
Directory replication will typically be using either X.500 Directory Information Shadowing 
Protocol (DISP) or a Meta directory product using LDAP v3 to read and write to the remote 
proxy server. Figure 6 shows the logical flow for directory replication between NATO and a 
nation through an IEG.

A Web Browsing Proxy Server will allow browsing of web pages between the two domains. 
Web browsing will use the HTTP(S) protocol. Figure 7 shows the logical flow for browsing a 
web page in the NATO domain from a national domain.

INFORMATION EXCHANGE  CONT.

Figure 6
LOGICAL DIRECTORY REPLICATION FLOW THROUGH AN IEG

Figure 7 
LOGICAL WEB BROWSING FLOW THROUGH AN IEG
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INFORMATION EXCHANGE  CONT.

A Formal Messaging Proxy Server will 
be an MTA capable of handling X.400 
traffic and supporting rich content such 
as attachments. Interworking of formal 
messages with the NATO Messaging 
System (NMS) will require support for 
digitally signed X.400 messages, as 
defined in STANAG 4406 Edition 2. On 
the national side, a border MTA will be 
required to validate signed NATO messages 
and generate valid signed messages for 
transfer to NMS. 

This will require a public key infrastructure 
(PKI) and potentially introduce the need for 
cross certification between national and 
NATO PKIs.

Figure 8 shows the logical formal message 
flow between NATO and a nation through 
an IEG.

Potential future services also requiring 
proxy servers include instant messaging 
(chat), teleconferencing, voice and web 
services.

Figure 8
LOGICAL FORMAL MESSAGE FLOW THROUGH AN IEG

National MMHS 
Border MTA

X.400 X.400X.400National IEG
Proxy MMHS MTA

NATO IEG 
Proxy MMHS MTA

NATO NMS  
Border MTA



INFORMATION EXCHANGE GATEWAYS: REFERENCE ARCHITECTURE 11

Information protection services are 
provided by application level guards.

Application guards inspect the application 
data to ensure that the information is 
suitable for release from the internal 
domain. A security policy defines what 
“suitable for release” means and the 
application guard ensures that the security 
policy is enforced.

Typically, this might include checking 
who the information is coming from, who 
it is going to, what type of information is 
being sent and, perhaps most importantly, 
whether the information has an 
appropriate protective marking security 
label.

Application guards can also perform some 
node protection services by ensuring 
that incoming data does not contain any 
embedded malicious or unwanted data. For 
example, incoming email messages may be 
scanned for viruses and malicious code.

The actual application guards required 
in an IEG will depend on the information 
that is to be exchanged between the two 
partners. 

Initial IEG implementations have included 
messaging guards to ensure that email 
traffic can be released from the domain. 

A Messaging Guard will typically be 
required to perform a number of checks:

• Valid security label – to ensure that there 
is a correctly formed label attached to the 
message. For informal messaging, this is 
typically in the first line of text or subject 
of the message

• Releasable security label – to ensure 
that the label found on the message is 
allowed to be transferred to the remote 
domain.

• Valid attachments – to ensure that any 
attachments in the message are of a type 
supported by the remote domain.

• Valid From/To – to ensure that the email 
has originated from a trusted source and 
is being sent to a known set of recipients.

Figure 9 shows the logical message flow 
including a mail guard in the national IEG to 
protect national information.

Potential services also requiring application 
level guards include instant messaging, 
directory replication, web services, and 
other XML based content. 

An XML Guard will validate XML schema 
and check for XML based security labels, 
as well as verifying the payload of the data 
which will depend on the services being 
exchanged.

INFORMATION PROTECTION

Figure 9
LOGICAL MESSAGE FLOW THROUGH AN IEG INCLUDING MAIL GUARD 
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As described previously, the IEG is a 
collection of components all contributing 
essential services. Each of the components 
must be managed in a secure manner. IEG 
management must include: 

• Network, systems and services 
monitoring

• Software and hardware configuration 
management

• Collection and reporting of information 
from the intrusion detection systems

• Management of the security policy in the 
network and application level guards

• Management of the proxy servers
• Updates for anti-virus and IDS signatures
• Centralised log collection and analysis

Management of individual components will 
often be by proprietary means although 
common standards, such as SNMP, can 
help to provide a common management 
interface for the IEG as a system.

Whilst SNMP is primarily used for network 
monitoring, a number of standards are 
being developed to allow centralised 
management and configuration of a number 
of network components.

IEG MANAGEMENT
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There is a growing requirement for 
exchange of information between 
multiple domains that are owned and 
managed by different communities and 
that run at different security levels.
NATO has defined the concept of an Information Exchange 
Gateway to address this need for communication with 
NATO. The IEG is designed to be flexible to support the 
exchange of multiple different services whilst maintaining a 
degree of separation between the communities.

This paper has provided a high-level view of the 
components and their purpose in an IEG.

Information on Nexor’s IEG capability can be found in 
the complementary White Paper “Information Exchange 
Gateways: Nexor Technical Position”.

SUMMARY
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IEG TERMINOLOGY
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Nexor has a rich history of deploying 
Information Exchange Gateway (IEG) 
solutions that support mission critical 
systems. With our heritage in research 
we continue to innovate and apply this 
approach to creating solutions to meet 
our customers’ specific requirements.
Our track record is exemplified by our long-term relationships 
with key military organisations, such as NATO and the 
European Defence Agency, as well as partnerships with a 
wide range of system integrators and channel partners.

Our innovative IEG solutions have created competitive 
advantage for our customers and on several occasions 
Nexor has created a solution that proves to be a 
technological first.

Our solutions are based on our industry-leading SIXA® 
technology portfolio, which has a modular architectural 
design that offers both security and flexibility. Combined 
with our technology integration and software engineering 
capabilities, this ensures that we can provide solutions to an 
extensive set of IEG scenarios.

Underlying our creativity is a value set that encompasses 
our commitment to customer service, communication 
and continuous improvement. We believe in ‘doing things 
properly’, which is why our customers have such high levels 
of confidence in our trustworthy IEG solutions.
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