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exeCutive summAry

Information is the lifeblood of the modern world, which brings a business need to share 
data between business partners and computer systems. Sharing this information has 
inherent risk; it may be accessed and become known to a competitor; it may be unlawfully 
modified to provide an inaccurate basis of decision making; or the underlying data may be 
weaponised to cause harm to computer systems.

With on-premises systems, a set of common architectural solutions have emerged to 
manage this risk. In sensitive and classified environments, the approaches adopted the 
name Cross Domain Solutions. While performing a robust security defence, Cross Domain 
Solutions are also often considered inflexible, which in turn affects the total cost of 
ownership.

As computer systems migrate towards cloud solutions, the lesson that Lift and Shift is not 
an optimal way of gaining the benefits of a cloud has been quickly learnt. Instead, solution 
architectures are adapting to use cloud native concepts.

As a consequence of cloud migration, sharing of information between business partners 
is no longer solely a transition between on-premises systems, as one or both of the 
computer systems may be cloud based. In the same way that Lift and Shift was not 
appropriate for optimal deployment of cloud systems, the same can be said for traditional 
cross domain approaches.

                                       

This paper explores the latest research and guidance related to exchange of information 
between cloud systems, examines how the information risks have changed and assesses 
how Zero Trust Architectures enable cross domain approaches to evolve. It also looks at 

the implication of Data Centric Security approaches for security management at a domain 
boundary.

                                        

The paper uses the terminology Secure Information Exchange, to avoid the Lift and Shift 
mentality references to traditional Cross Domain Solutions can bring.

The paper concludes by describing Nexor's Secure Information Exchange Principles, which 
are six key principles to consider when deploying a Secure Information Exchange solution.
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Information has become the lifeblood, and in many cases, the currency of business. Cloud 
technologies have become the basis of a new generation of techniques for information to flow 
between systems and across organisations' boundaries.

This has come at a price with endless media reports of data loss and inappropriate access to 
systems [1].

This paper explores how traditional on-premises architectures and principles to securely manage 
the flow of sensitive data can be adapted for cloud systems.

tArget AudienCe

                                        

This paper is aimed at a business user, who has the need to share information with business 
partners or between sensitive and classified systems.

                                       

The cloud is a complex topic, often made cloudy (or unclear) by loose and colloquial use of 
terminology, this paper tries to lift the fog. Some knowledge of cloud terminology is expected; 
however, all terms are explained in the Glossary (Appendix L) for readers unfamiliar with the 
precise terminology. For the more technical reader, where detailed discussion of a concept may 
be appropriate, reference will be provided to further information in the Appendices or companion 
Nexor papers available now and in the future.

For the reader familiar with the on-premises world of Cross Domain Solutions, on the start of a 
cloud journey, you are invited to read the paper with an open mind. The cross domain world evolved 
to solve specific threats, but as this paper will demonstrate, these risks alter when using cloud 
systems, so solution approaches need to evolve too. For a discussion on the distinction between a 
Secure Information Exchange Solution and a Cross Domain Solution see Appendix G.

ApproACh

This paper brings together concepts from a wide range of research projects undertaken by Nexor 
for customers including Dstl, InnovateUK and Zenzic, working in collaboration with research 
partners, including (alphabetical order), Exsel Electronics, IBM, L3TRL, QinetiQ, Thales and 
Toshiba, as well as the Universities of Belfast, Bristol and Warwick.

introduCtion
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Secure Information Exchange takes place between 
applications. In an on-premises world, an Application 
resides within a Domain and exposes an interface 
to provide access Figure 1. The Domain provides the 
physical environment the Application resides in, 
the operational management processes (such as 
patching) and the governance regime (such as ISO 
27001 [1]).

As part of the governance process, the information 
risks associated with the application will be 
determined, and mitigations implemented and 
managed.

When a solution is migrated from on-premises to a cloud, the technology aspect of the Domain 
becomes virtualised and resides in a cloud environment (Figure 2). Note how the terminology 
changes subtly, with the “Interface” from Figure 1 now being referred to as “The Edge” in Figure 
2.

The added cloud environment changes the nature of risk, as there are now a new set of risks 
associated with a cloud environment itself, and some legacy risks from the on-premises world 
may become less likely.

                                         

The paper also draws on guidance from the (UK) National Cyber Security Centre (NCSC) and 
(US) National Institute for Science and Technology (NIST) as well as guidance specifically 

for the military domain, where appropriate, from (UK) Ministry of Defence and North Atlantic 
Treaty Organisation (NATO).

                                           

However, it is not that simple. The cloud is 
not a single thing, it comes in many different 
deployments and service models, briefly explored 
in the next section. For this reason, this paper 
distinguishes “a cloud” – something running cloud 
technologies, from “the Cloud” – a specific & 
identified instance of “a cloud”.

 bACkground

FIGURE 2: CLOUD APPLICATION ENVIRONMENT

FIGURE 1: ON-PREMISES APPLICATION ENVIRONMENT
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Cloud deployment models

First, there are Public Clouds, Private Clouds, Community Clouds and Hybrid Clouds to consider. The 
key consideration being who operates the cloud and how infrastructure is shared between cloud 
tenants. Each will affect the presence of risks to the confidentiality, integrity and availability of 
data held in the cloud.

In terms of who operates a cloud, understanding the shared responsibility model[2] is crucial in 
assessing cloud security – what is your responsibility, and what can be expected from the Cloud 
Service Provider (CSP)?

Shared infrastructure poses new risks – can another Cloud Tenant access your data (maliciously 
or accidentally) or affect the behaviour of your virtual systems? This topic is discussed in the blog 
“Cloud Computing Security Risks” [2] and in more depth in the Nexor Paper “Enabling Secure 
Information Exchange in Cloud Environments“ [3].

Cloud serviCe models

In [4] NIST defines Software-as-a-Service, Platform-as-a-Service and Infrastructure-as-a-
Service as fundamentally different cloud service models. The choice of model(s) adopted will 
significantly affect the security risks to data and the approaches required to mitigate the risk.

With Software-as-a-Service you are largely in the hands of the Cloud Service Provider (CSP), 
apart from some application-level security controls you may be able to adjust. Whereas with 
Infrastructure-as-a-Service there is significantly more you are responsible for, with Platform-as-
a-Service somewhere in the middle.

Understanding this demarcation – who is responsible for what – you or the CSP – the Shared 
Responsibility Model – is fundamental to understanding the risk of a cloud, and the mitigation 
techniques.

When embarking on a cloud journey, the early temptation is to adopt Infrastructure-as-a-
Service, and deploy a familiar architecture, the Lift and Shift1 approach, but history has shown the 
operational burden and security consequences of Lift and Shift exceed the convenience of a rapid 
deployment, as under the Shared Responsibility Model you take more responsibility for managing 
security risks on yourself than with other models. This paper discusses this in more detail as 
cloud scenarios are explored.

1  NCSC refer to it as an Anti-Pattern: “design patterns to avoid when designing computer systems” .

 bACkground Cont.
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The purpose of Secure Information Exchange is to move data between systems such that the data 
cannot be compromised by an attacker. In an on-premises scenario there are common solution 
models (See Figure 3), based around NCSC Architectural Patterns for Safely Importing Data [5] 
and Safely Exporting Data [6].

The Import and Export controls are often seen as hardware appliances2 and often referred to 
as a Cross Domain Solutions (See Appendix G for an explanation of the Cross Domain Solution 
terminology, and why in this paper the term Secure Information Exchange is used).

                                          

Appliance based approaches are a significant challenge in cloud scenarios.

                                          

This paper now explores those scenarios and challenges.

Cloud sCenArios

When considering Secure Information Exchange and a cloud, there are multiple scenarios that may 
be appropriate to consider in order to meet business needs3:

• Figure 4 shows an on-premises source and cloud-based destination, where the import 
controls are either on the cloud edge, or within the cloud;

• Figure 5 shows a cloud-based source and an on-premises destination, where the export 
controls are within the cloud or the cloud edge;

• Figure 6 shows a case where both source and destination are cloud based.
2  Especially in High Assurance scenarios.
3 This list provides the most common scenarios. Appendix B: “Secure Information Exchange Scenarios”, explores further 
scenarios.

 seCure informAtion exChAnge

FIGURE 3: ON-PREMISES SECURE INFORMATION EXCHANGE MODEL

FIGURE 4: ON-PREMISES TO CLOUD
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When the controls are cloud based, the traditional model of Secure Information Exchange 
Solution breaks down. The main issues are summarised below. To understand these issues in 
greater detail, please refer to Appendix B: “Secure Information Exchange Scenarios”.

• An on-premises Secure Information Exchange is classed as a Bump in the Wire solution, but in a 
cloud the wire is virtualised changing the security benefit;

• A core principle of a Secure Information Exchange Solution is it shall not be bypassed, With a 
cloud, the risks of bypass are increased by shared cloud infrastructure;

• A Lift and Shift approach putting a traditional appliance in a cloud does not manage the new 
cloud risks, or take advantage of the benefits and efficiencies cloud models offer;

• The use of hardware to mitigate software assurance risks is a challenge for cloud deployment 
models.

This paper now looks at how cloud security techniques and architectures can be used to address 
these issues to provide Cloud based Secure Information Exchange Solutions.

FIGURE 5: CLOUD TO ON-PREMISES

FIGURE 6: CLOUD TO CLOUD

 seCure informAtion exChAnge Cont.
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Cloud seCurity

A significant risk of a cloud is its shared nature (See Figure 7). A cloud provides a virtual 
protected environment where compute, storage and network are shared with other Cloud Tenants, 
which creates risk. For example, if one of these Cloud Tenants is able to hack into the cloud 
infrastructure, your data and services are at risk as they are on the same compute and storage. 
The same is true for a “Customer Facing Application”, if a hacker is able to gain unauthorised 
access, they may be able to gain access to the shared platforms from where they are able to 
access other applications or tenants’ data.

Similar issues exist with Lateral Movement in traditional solutions where hackers gain access to 
one system and use that to move onto the next. This risk is partly mitigated by the use of network 
zones or segmented network approaches. This is a significant driver for why Secure Information 
Exchange solutions are needed on some networks – to enable communication between segments 
or zones.

FIGURE 7: CLOUD SHARED SERVICES

 seCure informAtion exChAnge Cont.
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To mitigate the shared nature risk (and other risks) in a cloud solution, there is a lot of interlinked 
guidance4 to draw on, not least the following from the NCSC:

• Secure Design Principles [7];

• Cloud Security Principles [8];

• Secure Communication Principles [9];

• Zero Trust Principles [10];

• Cross Domain Principles [11].

The Secure Design Principles states “Use a Zoned or Segmented Network Approach”5. In a cloud 
context having adopted this principle, and built a virtual segmented network approach6, how 
can communication be securely established between zones – the wire for a Bump in the Wire is 
virtualised, how can the wire be protected?  

The cloud addresses this with a Zero Trust7 approach which includes the principles of 
“Authenticate & Authorise everywhere” and “Don't trust any network, including your own”. 

With a Zero Trust approach, Nexor’s research has shown how the virtual wires can be identified 
using authentication, encryption and monitoring techniques, leading to the conclusion:

                                          

Zero Trust approaches enable a secure virtual Bump in the Wire in a cloud Secure Information 
Exchange Solution.

                                          

This approach is discussed further in Appendix B: “Secure Information Exchange Scenarios”. Using 
Zero Trust enables the communication to take place, but the communication path and data still 
need to be secured, as Secure Design Principles put it, to “Make Compromise Difficult”8.

mAke Compromise diffiCult

Secure Information Exchange is about managing the risks associated with the data exchange. 
Having established Zero Trust can be used to facilitate a Bump in the Wire, common Secure 
Information Exchange defensive techniques can be used to make compromise difficult.

4 The relationship between the NCSC principles are shown in Figure 7 in Appendix A.
5 Principle 5.1.  
6 And implemented mitigations to the shared infrastructure risk.
7 If unfamiliar with Zero Trust, see the Nexor blog “Zero Trust – It’s an Architectural State Of Mind”.
8  Principle 2.

 seCure informAtion exChAnge Cont.
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The following sections discuss common defensive techniques.

Security enforcing functions

Data Validation and Data Transformation are key defensive techniques, referred to as Security 
Enforcing Functions, identified by the Secure Design Principle “External input cannot be trusted”9. 

Data validation is performed on data received from external sources to ensure the data conforms 
to a security policy; in its simplest form this is schema compliance. By ensuring compliance to a 
policy, data is less-likely to be of a form that can harm or disrupt the cloud service.

In many cases, file formats being transferred are complex and thus the process of verifying 
compliance is complex, leading to a lowering of the confidence the verification has correctly 
identified any issues.

This is where Data Transformation can be used, which is the process of converting a data file 
format to a new format. For example, converting a complex image to a bit map image, which is 
easier to verify.

Validation and transformation needs to be performed on the data flow between systems – the so 
called Bump in the Wire. In cloud scenarios, Nexor’s research has shown this is where Zero Trust 
techniques can be used to secure the communication path.  

In cloud scenarios, where a high level of assurance is needed that the Security Enforcing 
Functions are operating as intended, performing the Security Enforcing Functions in the same 
cloud environment as the system being protected can be a risk due the shared cloud fabric. In 
this scenario, the data can be encrypted at the point of ingest, to wrap the untrusted data in a 
protective layer preventing the data causing harm10. The encrypted data is then moved to an 
isolated environment where validation or transformation can be undertaken.

Validation and Transformation techniques are discussed in greater depth in Appendix C – 
“External Input Cannot be Trusted”.

Often these validation and transformation functions are written in software. This software itself is 
vulnerable to attack by malicious content. Appendix F: “Node Protection”, discusses how software 
can protect itself from such attacks. Appendix H: “Encryption” discusses the role of hardware 
to mitigate software risks, as well as the challenges hardware solutions present to cloud 
deployments.

9 Principle 2.1. 
10  For example, by triggering a buffer overflow attack.

 seCure informAtion exChAnge Cont.
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dAtA flow

Typically, a security attack will look to establish a two way communication flow. Either to 
compromise a system and exfiltrate data, or to establish a connection to a command and control 
system that will be used to provide instructions, such as deploy ransomware.

In many cases, the information flows between systems are one way, whereas the underlying 
communication protocols to support the information flow are two-way. For example, email – the 
email information goes from sender to receiver but is supported by SMTP11 which uses two way 
data flows to ensure messages are received.

Flow Control and Protocol Breaks (identified by the Cross Domain Principle: “Network Based Attack 
Protection12”) are a defensive technique that can be used to provide an assured one way data flow, 
emulating the required two-way flows to make the protocols work. More on how Flow Control and 
Protocol Breaks work are discussed in Appendix D – Flow Control.

Flow Control and Protocol Breaks techniques are often based on hardware Data Diodes to provide 
High Assurance proof, that the data flow is only one way. Nexor’s research has shown this can be a 
challenge to deploy in a cloud scenario, so will typically be deployed at the cloud edge. The cloud 
edge scenario is discussed more in Appendix H – Hardware.

Content proteCtion

Secure Information Exchange is about moving content around networks, but in many cases 
these networks are untrustworthy. In cloud scenarios the networks are virtualised, so the 
trustworthiness is tied into how much the cloud implementation can be trusted.  

The general security approach is to use encryption and digital signatures to protect the data 
confidentiality and integrity. This technique is identified as crucial by the Secure Communication 
Principles to “Protect Data in Transit”. 

For Secure Information Exchange Solutions, Nexor’s research has identified how encryption can 
be a double edge sword as it can hinder Data Validation and Data Transformation solutions – how 
do they operate on encrypted data? Nexor’s view is the solution lies in carefully designing where 
the Security Enforcing Functions are located, how trust is derived and how the Security Enforcing 
Functions securely communicate between each other.

Appendix E – Encryption explores this topic further and discusses solution approaches. This 
appendix includes a discussion of the challenges posed by the MOD / NATO encryption approach 
of Data Centric Security.

11 Simple Mail Transfer Protocol
12 Principle 1

 seCure informAtion exChAnge Cont.
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Zero truSt or edge?

It is important to note, none of the defensive techniques described in this section are new. They 
will be found in the core of on-premises Cross Domain Solutions. What this paper has explored 
is the implication of deploying these techniques into cloud solutions and looked at solution 
approaches. 

For cloud deployment, Nexor assesses that solution approaches broadly fall into two approaches.

                                          

Adopt a cloud-centric approach using Zero Trust Principles.

                                          

And / or:

                                          

Deploy defensive capability in an environment that can be trusted, typically at the cloud 
edge.

                                                             

 seCure informAtion exChAnge Cont.
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 seCure informAtion exChAnge ApproACh

Determining whether to use one or two approaches needs a good understanding of the risks 
involved, and the business appetite to accept these risks. In an on-premises world, there is a 
common model to building Secure Information Exchange solutions (Figure 3). As discussed in 
Section 3, cloud scenarios change this, and this paper has demonstrated there is no single 
solution to Secure Information Exchange, especially when the complexities of a cloud are 
considered. To quote a well-known Technical Director of NCSC, “Magic pixie boxes that solve 
Cross Domain issues do not exist”.

This paper has shown how Zero Trust approaches are crucial to compensate for the inability to 
provide Bump in the Wire solutions in some cloud scenarios, and how Data Validation and Data 
Transformation are an essential part of establishing trusted communications.

Node protection techniques, alongside Zero Trust techniques, are essential to protect the Secure 
Information Exchange solution itself and to prevent bypass of the solution.

The use of encryption technologies is important for protecting information confidentiality in the 
cloud, but challenges where and how Data Validation can be achieved. In an MOD context Data 
Centric Security has partial answers, but remains subject to ongoing research.

The NCSC Cross Domain Principles refer to the need for hardware, and when working in High 
Assurance scenarios this is very much true, and with current techniques limits High Assurance 
approaches to Bump in the Wire solutions in the cloud.

                                          

The architectural concepts of a Secure Information Exchange solution are common between 
on-premises and cloud environments.

The implementation is very different, such that a Lift and Shift approach of on-premises 
Cross Domain Solution model to a cloud will not work.
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To address the implementation differences and ensure an effective solution to a Secure 
Information Exchange need, Nexor has developed the Secure Information Exchange Approach, which 
is based around the following six principles derived from the collection of NCSC principles, to be 
used when considering Secure Information Exchange solutions involving a cloud.

1. understAnd the Context

To design an effective and appropriate set of controls it is vital to understand the business 
context of the information flow, the criticality of the information to the business mission and 
the business impact of any failures.

2. Assess risks

With a clear view of the impact of failure, the security risks can be determined and 
appropriate priorities assigned to mitigating the risks, avoiding over engineering a security 
solution. The assessment will need to include consideration of whether a software only 
solution can achieve sufficient assurance, or whether hardware approaches are required.

3. design And implement Secure information exchange Controls

Based on the identified risks, a suitable set of Secure Information Exchange controls need to 
be selected. This will include selection of the Security Enforcing Functions which may include 
transformation, verification, flow control and / or encryption.

4. design And implement node proteCtion

Consideration needs to be given as to how the Security Enforcing Functions will protect 
themselves, to prevent malicious actors being able to manipulate the effectiveness of the 
controls. This will need to consider location of the controls: On-premises, at the cloud edge 
or in the cloud, and the nature of the controls: software or hardware.

5. Adopt Continuous aSSurance

With a clear view of the risks, and the security controls that have been designed, evidence 
can be provided to support the business process of assuring the system meets the 
business's security objectives and risk appetite, prior to it handling live data.

This must then become a continuous process, under a governance framework, to manage 
changes in the threat landscape and react to new vulnerabilities as they are discovered to 
ensure the solution continues to be effective.

6. mAnAge And AdApt the solution

Over time, system usage patterns may alter or enhancements may be planned. These 

 seCure informAtion exChAnge ApproACh Cont.
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need to be assessed to determine if they alter the risks to the system in any way. If the 
modifications expose the solution to new or elevated risks, then the Security Enforcing 
Functions need to be reviewed and adapted accordingly. System monitoring is one way of 
identifying some of these patterns.

whAt is your Secure information exchange ApproACh?

• Are your solution approaches adopting a Lift and Shift where your organisation has to take 
responsibility for managing infrastructure security, or

• Are you adopting a Cloud Native approach where the cloud service provider has taken 
responsibility for the infrastructure security controls?

• Have security Secure Information Exchange controls adequately considered the security risks of 
the approach taken?

See Appendix J: The "Nexor Secure Information Exchange Principles" on how Nexor can support 
your business in adopting these principles.

 seCure informAtion exChAnge ApproACh Cont.
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Appendix A  nCsC pAtterns

FIGURE 8:  NCSC PRINCIPLES
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FIGURE 9:  NCSC PRINCIPLES CONTINUED

Appendix A  nCsC pAtterns Cont.
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Appendix b seCure informAtion exChAnge 
sCenArios

Secure Information Exchange describes the migration of information from one computer to 
another, irrespective of context, in which identified security risks are managed. However, context 
is important when considering the risks, and looking at solution options.

Secure Information Exchange is a topic specifically covered in National Technical Authority 
Guidance, and includes:

• NIST – Managing the Security of Information Exchanges [12];

• NCSC – Secure Communications Principles [9].

And for High Assurance environments:

• NCSC – Security Principles for Cross Domain Solutions [11] (See Appendix G)

This paper explores this guidance in the context of specific scenarios.

preCursor – on-premises solutions

Prior to exploring cloud scenarios, to set the context, on-premises solutions are briefly discussed.

In a traditional on-premises Secure Information Exchange (Figure 10), to manage the risk of 
information leaking, there will be some form of export control, and to prevent the risk of malware 
ingest into the destination domain there will be some form of import controls. NCSC provides 
guidance on suitable architectures for import [5] and export [6], which largely involve being able 
to identify the connection between the two systems (the green arrow) and implement security 
controls inline – a Bump in the Wire solution. A core part of the security risk management 
approach is that the Secure Information Exchange solutions cannot be bypassed (see [5] and [6]) – 
all traffic must go via the Bump in the Wire.

FIGURE 10:  TRADITIONAL CDS SCENARIO
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These solutions are often provided as an appliance, and Accredited or Certified as being fit for a 
specific and well-defined purpose. A downside of the approach is lack of flexibility to deploy to a 
similar, but subtly different scenario. This has led to the observation by a leading authority:

                                                                                                                                                                              

“A Cross Domain Solution is rarely off the shelf

 – most situations need something customised” 

                                                                                                                                                                                                                

within A Cloud

In this scenario, both the source and destination systems are not only in a cloud but share the 
same cloud service provider. This is a common situation when using Public Cloud, as shown in 
Figure 11.

This model straight away poses a new risk. The security control that the Bump in the Wire cannot 
be bypassed is broken – the cloud environment connects the two systems. A hacker able to break 
the cloud environment, can access or manipulate your data. How likely this risk is in practice will 
depend upon the robustness of the cloud service implementation and the willingness of the cloud 
service provider to share implementation details and audit reports. For this reason, this scenario is 

FIGURE 11:  SECURE INFORMATION EXCHANGE SCENARIO WITHIN A CLOUD

Appendix b   seCure informAtion exChAnge 
sCenArios Cont.
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likely to be a significant issue for High Assurance systems needing a Cross Domain Solution.

Secondly, and perhaps more significantly, the Bump in the Wire is not a physical thing – the “Wire” 
is virtualised, the physical system boundary is not there. To deal with this, cloud based solutions 
look towards the Cloud Security Principle “Identity and Authentication”13, which states:

                                        

“Services and data should only be accessible to an authenticated and authorised identity, which 
may be either a user or a service identity.”

                                                        

Which leads to some commentators claiming, “Identity is the new boundary”. This concept 
is strengthened by the Zero Trust Principle, “Know your user, service and device identities”14, 
declaring;

                                         

“This is one of the most important factors in deciding whether someone or something 
should be given access to data or services.”

                                                            
So, using Zero Trust Principles, a Secure Information Exchange solution can replace the Bump in the 
Wire with a Zero Trust Architecture that identifies the source and destination.

Extending this cloud scenario will typically use Micro-segmentation approaches, with virtual 
boundaries between functional nodes.

But there remains a need to manage the import risks. This is dealt with by the Secure Design 
Principle “External input cannot be trusted. Transform, validate, or render it safely”15 – we explore 
these techniques in Appendix C.

                                        

So, to summarise, a Secure Information Exchange solution can be implemented using a 
combination of Zero Trust and Data Validation.

                                                        
The information flow in this scenario is one-way – this topic is discussed further in Appendix D: 
"Flow Control".

13 Principle 10 
14  Principle 2
15  Principle 2.1

Appendix b   seCure informAtion exChAnge 
sCenArios Cont.
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dAtA export

The Safely Exporting Data Patterns [6] identify security controls to protect the export of data. 
In this cloud scenario, the data is already in a shared cloud environment. As such, data export 
risks are managed by a combination of authorisation and encryption – neither of which are 
substantively altered by cloud scenarios.

Cloud to Cloud

The “Cloud to Cloud” is similar to the “Within Cloud” scenario, but in this case two different cloud 
providers are used (See Figure 12).

                                         

The Bump in the Wire issue largely remains.

Zero Trust together with Data Validation will be the core mitigation techniques.

                                         

This could be any combination of public, private and Community Cloud. In some cases, where a 
private cloud is used and run on-premises, it may be possible to find the Bump in the Wire. In this 
case, this becomes an on-premises to cloud scenario (see the next page) it just so happens the 
on-premises solution is using cloud platform technologies.

In the previous scenario, the concern was the Bump in the Wire was bypassed.

Within the Destination Application Domain, a similar risk exists that other cloud users could 
access the Destination Application. The Cloud Security Principles state “Separation techniques 

FIGURE 12:  SECURE INFORMATION EXCHANGE SCENARIO CLOUD TO CLOUD SCENARIO

Appendix b   seCure informAtion exChAnge 
sCenArios Cont.
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ensure a customer's service cannot access or affect the service (or data) of another.”16 This is a 
fundamental difference between cloud and on-premises solutions – a risk not usually present in 
on-premises solutions.

The Zero Trust Principles state “Don't trust any network between the device and the service it's 
accessing, including the local network”. In a cloud, the local network could be considered the 
virtual network of the CSP, so arguably, includes other customers.

So, should the CSP separation techniques be trusted? If your risk assessment deems this as a 
significant risk (High Assurance environment will), then additional mitigations, such as encryption 
to protect data-at-rest and data-in-motion encryption17 will need to be built into the solution 
architecture18.  NCSC Discuss separation, and the techniques that can be used in “Technically 
enforced separation in the cloud” [13].

In assessing the separation risk, data aggregation and data obligations should also be considered 
– See Appendix I.

dAtA export

The Safely Exporting Data Patterns[6] identify security controls to protect the export of data.

These controls include signing and encrypting the data. The encryption is used to protect the 
confidentiality of the data, and the digital signature as part of the authorisation release controls.  
In a High Assurance scenario, validation checks are then made that the authorisation checks have 
been made prior to release. These checks need to be isolated from the release controls. In a cloud 
scenario, like the import control, may mean the export validation function needs to run at the 
cloud edge.

on-premises to Cloud

The “On-premises to Cloud” scenario is shown in Figure 13, and is shown as data migrating from 
On-premises to Cloud. 

                                         

This is a common scenario for systems on an evolutionary path to using cloud technologies.

                                          

The reverse, where data flows from Cloud to On-premises is very similar. In both cases, a 
traditional Secure Information Exchange (See Figure 10) Bump in the Wire could be used to perform 
the Export or Import controls.

16  Principle 3
17  This is common in cloud deployments, using Transport Layer Security (TLS) between nodes.
18  Data-in-use protection may also be needed for specialist capability, such as encryption, or High Assurance   
 Cross Domain Solutions – See Appendix B.
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What these three scenarios show, is that when dealing with a cloud, it cannot be pre-judged what 
the solution might look like – understanding the context of what type of cloud is being used, and 
the risks is crucial in designing an appropriate solution.

There are other similar scenarios too, that have not been covered here for brevity (e.g., cloud as a 
transport between two on-premises solutions, an on-premises data vault used by cloud systems; 
use of a cloud as an interoperability gateway, or data migration), but the core principles remain 
– understand the context, assess the right, then follow the appropriate security principles to 
architect a solution.

ACCess sCenArios

Thus far, the scenarios discussed have been data migration scenarios, where data is moved from 
source to destination, referred to as a one-way information flow19.

There is another class to consider – information access scenarios – indeed these are often cited 
as one of the significant benefits of migrating to cloud based, API driven solutions.

The most common approach adopted by cloud solutions is a REST API. A common cloud 
solution to protecting REST APIs is to use a Web Application Gateway, which largely deals with 
the Zero Trust aspects of authentication and encryption termination, simplifying the role of the 
applications. But this remains a low assurance solution and is an increasing target for hackers. A 
Web Application Gateway can be augmented with Data Validation techniques discussed in Appendix 
C, but fundamentally the two-way communication risks remain.

19  NOTE: while the information flow is one-way, the underlying communication protocol may still require two-way  
 communication – see Section 5.3: Flow Control for discussion of this important distinction.

FIGURE 13:  SECURE INFORMATION EXCHANGE SCENARIO ON-PREMISES TO CLOUD SCENARIO
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Cloud Access Scenarios requiring two-way communication are common in cloud solutions, 
but remain a challenge for Secure Information Exchange. 

                                          

The most common solution is to architect a solution that enables the two-way communication via 
two independent one-way flows, with an acceptance of the residual risks.

An alternative access approach is Browse Down, where a view is provided to the data in an 
untrusted environment, without the need to transfer the data. While the cloud is an enabler, it is 
not a cloud scenario per-se. For a discussion of Browse Down see [14]. 

The Secure Design Principles state “External input cannot be trusted. Transform, validate, or 
render it safely”20.

Surprisingly, this is not explicitly covered in the Zero Trust Principles. In a Dstl project (AII69), 
undertaken by the Serapis consortium to research a Zero Trust Development Environment 
(ZeTruDE), the research report [15] recommends that the NCSC Principle “Don't trust any 
network, including your own” is extended to include “don’t trust any artefact”, where artefact 
refers to software development source code being exchanged between security domains. We 
extend that concept here – no data shared between systems should be trusted.

To enable Secure Information Exchange, trust has to be derived, the following sections explore how 
the Security Enforcing Functions of transform and validation can achieve this. 

For a discussion on rendering, see the Nexor blog discussion on Browse Down[14].

In a High Assurance environment, there is an additional risk that malicious content may 
be designed to attack the security solution itself, in an attempt to break out of the hosting 
environment such that they may potentially attack other systems that reside on a shared platform. 
This is discussed in Section Appendix F, Node Protection.

trAnsformAtion

In the specific context of a Cross Domain Solution, the NCSC principle on Contact Based Attack 
Protection [16] distinguishes verification of “Simple Data Types” and “Complex Data Types”, 
recommending complex types are transformed (to simple types prior to verification) both to gain 
greater confidence in the verification, but also the transformation is likely to disrupt any malware.

This is supported by the Secure Design Principle “Design simple communication flows between 
components”21.

20  Principle 2.1
21  Principle 4.2

Appendix C  externAl input CAnnot be 
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Transformation is a process by which data is converted from one type to another to reduce the 
risk of hidden malware. For example, transforming an image in JPEG format to a BMP bit-map 
format is likely to remove any hidden malware, as will converting a PDF file to text.

For a more in depth discussion on this topic see the Nexor blog on Content, Disarm and 
Reconstruction [17].

vAlidAtion

Validation is performed by verifying the content is compliant to a defined policy. In its simplest 
terms, this policy is a check that the data conforms to a pre-defined schema (Syntactic 
Verification).

The CAVShield Project [18] researched more advanced verification techniques which are 
discussed in the Nexor White Paper “Protecting Information in the CAV Domain” [19]. The 
techniques discussed include those summarised in Table 1.

term desCription

Syntactic Verification A stateless check that the data conforms to a pre-defined schema.

Logical Verification
Logical verification extends stateless syntactic verification, 
checking data logical consistency across the data set.

Semantic Verification
Semantic verification goes beyond syntactic verification and looks 
at the overall context of the data stream, applying a logical rule 
set to assert validity.

Signature Verification
Verification is performed externally and a digital signature is 
applied. At the import stage, the signature is verified to assert the 
data is as expected.

Data Source Provenance
A suite of techniques to gain trust in source data, these were 
researched extensively in the ZeTruDE project, in a report on 
Provenance technologies [20].

The NCSC principles also recommend the use of hardware to gain High Assurance of the 
verification. See Appendix I for a discussion of the hardware challenges.

Flow control (and associated Protocol Break) is a defensive technique identified by the NCSC 
principle on Network Based Attack Protection. This is a topic discussed in depth in the Nexor 
White Paper “Protecting Confidential Information using Data Diodes.” [21].

TABLE 1: VERIFICATION TECHNIQUES
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Appendix d  flow Control

In short, the approach uses Application Proxies to capture application level data and stream 
this data using low-level protocols via a hardware Data Diode (which ensures a one-way flow).
The security mechanisms ensure that even if malware were able to make it into the destination 
domain, the malware would be unable to leak data or communicate with a remote command and 
control server to activate Ransomware.

                                         

This is particularly complex in a Cloud environment, as the technique relies upon placing 
specialist hardware on the network connection between systems. In a Cloud world, this 

connection is virtual, so alternative techniques are needed.

                                        

Appendix I discusses the hardware challenges.

The virtual alternatives to hardware in the cloud world are:

• Use the application proxies with Zero Trust techniques to implement virtual Flow Control 
between the proxies;

• Use the cloud platform software defined networking controls to only configure a one-way 
communication.

Neither offer the same assurance as a hardware solution, so the applicability will depend upon the 
cloud scenario and security context.

Armour

Where a cloud system is used, Zero Trust Principles and Software Defined Networking can be 
applied to deliver flow control to move the unverified content from the cloud to a protected 
environment for verification (such as a hardware environment at the cloud edge).

As the data arrives in the cloud22, it can be encrypted, with a key set only known by the verification 
environment.  The encryption is a form of armour23, used to isolate the content – if the content 
contains malicious code, the encryption will prevent it triggering and causing harm. Once inside a 
protected environment, the content can be decrypted and validated (or transformed).

This approach also enables a micro-segmentation model, where each component of the Secure 
Information Exchange solution is run in its own protected environment.

Encryption is used as a technique to manage the confidentiality risk – the risk that information 
exchanges between two systems will reveal information to an unauthorised user.

22   Approaches such as Data Centric Security apply the encryption at source – see [25] for a discussion of this.
23   It is also a form of data transformation.
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Encryption is a topic discussed in the NCSC Architectural Pattern “Safely Exporting Data”[6], 
where it is identified there are broadly two common approaches:

• Data-in-transit encryption – such as Transport Layer Security (TLS) – used to encrypt the 
communication channel that the information passes over;

• Object encryption – encrypting each object individually for the recipient.

Data-in-transit is an underlying technique a solution adopting Zero Trust Principles would likely 
adopt, following the principle of “Don't trust any network, including your own”. Depending on 
where and how the TLS is terminated, in general, a Secure Information Exchange solution will still 
be able to operate effectively.

With object encryption, the encryption is often end-to-end and designed to prevent eavesdroppers 
in the communication chain from gaining access. This is a technique used by communication 
platforms such as WhatsApp to enable secure interpersonal messaging.

                                         

Object encryption is good for a Zero Trust approach. However, there is a significant drawback 
from a security perspective. The security techniques discussed in Appendix C rely on being 
able to examine the data being exchanged to mitigate the risks, such as malware. End-to-

end encryption prevents this, which is a real Secure Information Exchange challenge.

                                        

Data Centric Security (DCS) is an approach to security proposed by NATO in “DCS Vision and 
Strategy” [22], adopted by UK MOD as part of its Cyber Resilience Strategy [23]. For more 
information on DCS see “Key Challenges for Adopting a Data Centric Security Approach” [24]. 

DCS adopts an object encryption option, so has these challenges to overcome. The challenges are 
explored in the research Dstl Serapis Research Report undertaken by Nexor [25], concluding:

                                         

Whilst it is certainly feasible to incorporate Cross Domain Solution [Secure Information 
Exchange] functionality into a DCS system, a specific technical solution will depend on the 

architectures of the interfacing networks.

                                         

This supports the view presented in this paper that a Secure Information Exchange Solution is 
rarely off the shelf – most situations need something customised. The software Security Enforcing 
Functions described previously require a computer platform to operate. It is important this is a 
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Appendix f   node proteCtion

protected environment that ensures “products should always operate as intended”24, free from 
hacker interference. This is referred to as Node Protection, a term introduced by NATO to protect 
Information Exchange Gateways25. It refers to how the software component (node) protects itself 
from attack.

In an on-premises world, this is often via a certified appliance. Assurance is provided by using the 
capabilities of a secure operating system, making use of capabilities of approved hardware.

In a cloud world, this trust baseline is removed and replaced with virtual components.

The Pandora project [26] demonstrated how elements of a Cross Domain Solution can be 
virtualised, as discussed in the Nexor Paper the “Role of Virtualisation in Cross Domain 
Solutions” [27]. Subsequent to the paper, NCSC published the Virtualisation Security 
Principles [28] looking at how to securely deploy virtualisation – establishing the baseline that it is 
possible.

Moving forward from virtualisation, a Dstl project (AII33), undertaken by the Serapis consortium, 
to research cloud based cross domain capability identified how Zero Trust and other security 
techniques, based on container technology could be used to build a flexible Cross Domain Solution. 
The project report [29] concluded:

                                         

It is technically possible to design a Cross Domain Solution that meets the open application 
programming interface, modular and containerisation goals of AII33, aligned with the Cross 

Domain Principles from NCSC

                                          

And…

                                         

Using containers requires a platform layer to manage the container deployment and 
orchestration. This layer simplifies the containers thereby reducing the complexities of 

assuring the container operation.

                                          

The container orchestration approach gives other security benefits. The containers can be 
restored to a known secure state after every transaction, thereby reducing the likelihood of a class 
of security attacks that try to gain a persistent foothold.

In AII33, the containers were based on Docker [30] technology which provides a software based 
approach. Research is ongoing into the use of Micro Kernels to provide higher assurance.
24   High Assurance Principle number 5.[34]
25   See “Information Exchange Gateways: Reference Architecture” .
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A continuation of the AII33 project [31] looked at Function as a Service (FaaS), as an adjunct to 
containers. It concluded:

• FaaS conceptually makes the development and delivery of filter capabilities easier;

• In many cross domain scenarios, the cross domain application provider and the cloud platform 
provider is the same entity, so FaaS could be seen as adding a layer of complexity without 
significant additional value;

• Where FaaS is provided by a Public Cloud provider (such as Amazon Lambda), the delivery 
benefits could be realised, but introduces a new challenge in assuring the Cross Domain 
Solution principle of separation is met by the Cloud Service Provider (CSP).

high aSSurance

In High Assurance scenarios, it may not be possible to obtain sufficient Assurance using software 
alone, in most High Assurance cases hardware will be required (See Appendix H: “Hardware”).

This has the implication on the location of the Security Enforcing Function, that it will typically need 
to be applied on-premises at a cloud edge.

Appendix f   node proteCtion Cont.
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Appendix g   Cross domAin solutions

Secure Information Exchange is a term used in this paper to describe the migration of information 
from one computer to another, irrespective of context, in which identified security risks are 
managed. A Secure Information Exchange Solution is used to enable information flow, while 
mitigating or reducing cyber-attacks and information leaks.

In the context of the migration of information between Domains, the term Cross Domain Solution 
(CDS) is often used. A Domain is defined as “a collection of computer and network equipment that 
shares services, accesses, and has the same rules and policies” by NCSC [11], so by implication 
a CDS is used where data is migrated between systems that do not adopt the same rules and 
policies, while mitigating or reducing cyber-attacks and information leaks. This is usually in the 
context of a High Assurance solution [32] which are designed for “products (and systems) capable 
of resisting elevated threats” [33], generally meaning protecting against formidable Threat Actors 
with the capability of developing Zero Day Attacks.

In this paper, we explore Secure Information Exchange in the broad Secure Information Exchange 
context, only referring to CDS where the specific context is significant.

When discussing Cross domain capability, the MOD Joint Services Publication (JSP) 604 [34] uses 
the term High Threat Gateway (HTG)26 to refer to a specific technical boundary protection capability. 
This is distinct from a CDS which encompasses the wider environment in which the HTG operates; 
for example, security controls applied within either Domain or the operational processes used to 
operate the HTG.

At a business level, Secure Information Exchange deals with Information. Which is represented by 
Data; at a technical level it is data being exchanged between systems, hence terms such as Data 
Guards, which are used as part of a CDS.

26 To add to the confusion, an HTG is often referred to as a Guard. 
 See also “What is the Difference Between a Guard and a Gateway?”[50]
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The use of hardware in a Cross Domain Solution for a High Assurance environment is implicit in the 
Cross Domain Principles.

                                         

For a further discussion on this topic see “An Introduction To Hardware Cyber Security: How 
Hard Can It Be?” [35]

                                          

Content bAsed AttACk proteCtion

Content Based Attack Protection uses techniques to ensure content exchanges between domains 
cannot be used to spread malware. The Content Based Attack Protection principle [16] provides 
three options:

1. “Using a hardware verification engine. The hardware should be specifically designed to verify 
each part of the simple data type, ensuring it is structurally correct and that each data field is 
valid for the end application.”

2. “Using a hybrid software and hardware verification engine. A hybrid verification engine uses 
a hardware verification engine to ensure the data structure is valid, and then a software 
verification engine to check that each data field is valid for the end application.”

3. “Using a software-only verification engine. This should only be used where strong confidence 
can be gained in the correct functioning of the software at all times. To gain this level of 
confidence requires detailed evaluation of the software itself, all underlying libraries, and 
its operating system. This level of confidence is usually unachievable for complex parsing 
software and libraries, so is not recommended.”

In a cloud environment, the ability to attach verification hardware in such a way that can be 
trusted is the subject of ongoing research. Consequently:

                                         

Cloud platform solutions are limited to software only verification solutions, where the 
scenario requires the verification component to reside on a cloud platform (See Appendix B: 

“Secure Information Exchange Scenarios”).

                                          

A risk assessment will be needed to determine if a software verification library can be built such 
that it meets the risk appetite. However, given the shared infrastructure nature of a cloud, this is 
surely true of all software in a cloud. One MOD commentator put it “You either trust a cloud, or 
you don’t”. So this risk assessment has to be taken in the context of the overall system, and not 
just the Secure Information Exchange solution element.

Appendix h   hArdwAre
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In High Assurance environments the solution needs to be architected such that a hardware 
verification component can be implemented, this implies on-premises or the cloud edge.

                                          

In some environments the use of secure micro kernels (such as Firecracker [36]) may be 
considered, which provide greater assurance than a software only approach, but are likely to 
provide lower assurance than a hardware solution.

network protoCol AttACk proteCtion

The Network Protocol Attack Protection principle states:

If the Cross Domain Solution provides export flows, there should be a hardware enforced one-way 
flow.

If the Cross Domain Solution provides import flows, there should be a hardware enforced one-way 
flow inbound, and a Protocol Break. A Protocol Break will terminate one transmission path, extract 
the relevant information, and use this to initiate a new transmission path.

The Protocol Break should provide a simple transport mechanism, and the Protocol Break Receiver 
should be robustly designed, such that malformed messages in the original protocol cannot 
exploit vulnerabilities.

The hardware Flow Control element is usually provided by a Data Diode. These elements are 
typically hardware based, which presents a cloud challenge and implies they must be located on-
premises or at the cloud edge.

A software Diode is an alternative (lower assurance) solution and could be factored into the overall 
risk assessment of using a cloud. The risk needs to take on board the guidance that this should be 
hardware based.

The Protocol Break element is more flexible. While normally considered part of a Diode solution, 
in many cases the Protocol Break is provided by the application proxies used to enable the Diode. 
Even with the Data Diode being hardware based, the proxies may be part of a cloud platform as 
demonstrated by the Pandora project [26].

For a more detailed discussion on the role and operation of a Protocol Break see “Protecting 
Confidential Information using Data Diodes.” [21]
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THE CLOUDY WORLD OF SECURE INFORMATION EXCHANGE 33

AggregAtion

As more data becomes resident in a single location, then the risks of data aggregation become 
larger. While not directly a Secure Information Exchange consideration, it is indirectly. Is the 
environment into which any data is exchanged sufficiently secure to protect the data?

Risk can be defined as the product of likelihood and impact. Impact is important in understanding 
the aggregation issue.

The impact of losing one item of business insight “profits in the southern region are down”, 
while a concern may not be an existential issue. But if that was combined with the profit and loss 
accounts for all operating groups within a PLC it could be far more significant.

Now, what if the companies accounting system was on a Public Cloud, and if it was the profit and 
loss accounts for 30% of all global organisations hosted by that CSP were lost – that could impact 
the global economy.

This is referred to as the aggregation risk and has to be considered by organisations such as 
public sector using a cloud. Losing a single citizen's data is bad, the entire data set of people 
claiming a particular benefit worse, but that combined with passport and driving licence data 
would be catastrophic.

                                         

Aggregation is a risk on-premises systems do not normally over worry about, but a cloud 
brings a new dimension. As discussed, when considering a Secure Information Exchange 

solution, the wider context must be understood. Aggregation is a core part of that context.

                                          

For this reason, Zero Trust Principles must be applied to all data stored in Public Cloud systems, 
to protect the data in the event of a cloud breach. This implies the use of encryption – which in 
turn represents the Secure Information Exchange challenges presented in Section Appendix E: 
Encryption.

For other cloud deployment models, an assessment of the risk must be undertaken based on 
knowledge of likely other Cloud Tenants.

Appendix i   dAtA AggregAtion And dAtA 
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obligAtion

If you give personal details to a company (such as health status), with it is passed an implicit 
obligation they will keep the data secure. Companies meet that obligation by implementing secure 
systems.

Using a cloud has an impact on that, as the shared responsibility model means there is a risk27 
other Cloud Tenants may be able to access that data. However, the legal side of data protection 
does not care about that – it is the primary contracting company's responsibility to meet the 
obligation.

Some companies will accept the risk, others will seek to use encryption techniques to manage the 
risk.

With encryption schemes like Data Centric Security, where encryption is applied at the object 
level, there is an implied obligation the recipient of the Data Centric Security system will meet 
the obligation. That obligation may be “only store this data on systems accredited for SECRET 
data”. As the data is passed between systems, the obligation may (incorrectly) become diluted – a 
concern for example in the (long) defence supply chain.

                                          

To solve the obligation challenge, there is a need to add meta data to the object to encode 
the obligation. Data Centric Security may offer a secure mechanism for carrying that 

obligation.

                                          

Why is this a cloud issue? Because textual handling instructions (obligations) on public sector 
OFFICIAL SENSITIVE documents that say “You must not store documents in a cloud system” are 
common. As these are passed to industry, Industry needs to use Secure Information Exchange 
techniques to ensure the obligations are met.

27  In most cases, a low risk
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Appendix J   nexor's seCure informAtion 
exChAnge prinCiples

                                          

Secure Information Exchange principles are omnipresent in NCSC, NIST, NATO and MOD 
principles and standards. Based on these, Nexor recommends adopting the following six 

principles when considering a Secure Information Exchange solution.

                                          

understAnd the Context

The Secure Design Principles state “It is essential to have a clear understanding of the purpose of 
any system. You need to know which data, connections, people, and other systems will be required 
for it to operate.”28

Only when armed with this full information can you truly be in a position to assess the risks and 
design a solution.

                                        

Nexor’s experts can support this process with a Secure Information Exchange Requirements 
Assessment.

                                          

Assess risks

Risk is usually “expressed in terms of a combination of the consequences of an information 
security event and the associated likelihood of occurrence” [37].

The likelihood of occurrence will depend on many factors – not least the Cloud Service and 
Deployment models used, hence why the previous set is crucial to be able to assess the likelihood.
28  Principle 1.1

rise Above the Cloud And look At the overAll 
lAndsCApe.

the weAther foreCAst is not looking good.  
whAt is the likelihood of the Cloud rAining, And 

whAt dAmAge Could be CAused?
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The consequences of a risk occurring will determine how significant the risk is – from a minor 
irritation to complete loss of control of a computer system and / or its data.

The product likelihood and consequences informs the priority of the risk mitigations deployments.

                                        

Nexor’s team includes NCSC certified Lead and Senior Security Information Risk Advisors.

                                         

design And implement Secure information exchange Controls

In Appendices C and D, this paper explores the core techniques for ensuring the security of 
information exchanges, including:

• Verification;

• Transformation;

• Flow Control.

                                        

Nexor solutions are based on the Nexor “Secure Information Exchange: Reference 
Architecture” [38] (SIXA®), which embedded these concepts. 

                                         

The Secure Design Principles [7] state “Prefer tried and tested approaches”29 and “Design for easy 
maintenance.”30 

                                         

The Secure Information Exchange Architecture was first defined in 2013 and has been the 
basis of Nexor solutions into Public Sector and Defence accredited environments ever since.

                                          

29  Principle 2.5
30  Principle 2.7

do we need An umbrellA, better drAinAge or A 
flood defenCe system?
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design And implement node proteCtion

Section Appendix F: Node Protection discusses the importance of node protection – how well 
does the Secure Information Exchange solutions protect itself? An attacker may try to attack the 
Secure Information Exchange solution to get their malicious content to pass, or to attack the cloud 
infrastructure itself.

Within a traditional Cross Domain Solution Appliance, node protection is built in. As nodes of the 
Secure Information Exchange solution migrate to a cloud, then an alternative, based on Zero Trust 
Principles is needed. Adopting Zero Trust Principles opens up the prospect of having a distributed 
Secure Information Exchange solution, with the security enforcing nodes at the most cost effective 
and relevant part of the infrastructure, rather than a virtual boundary.

                                         

Nexor’s SIXA® Solutions adopt Zero Trust internally to enable these new, cost effective and 
flexible architectures.

                                          

Adopt Continuous aSSurance

The Secure Design Principles state “Be clear about how you govern security risks”31 and “Gain 
confidence in crucial security controls”32. Having implemented a set of security controls, how can 
you be certain the security risks have been effectively managed?

31  Principle 1.5
32  Principle 2.3

will the flood defenCe mAintAin its integrity if 
AttACked by A terrorist bomb?

An evidenCe pACk the drAinAge systems meets 
the Current building regulAtions And AntiCipAted 

volume of wAter.  whAt if it snows?
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This will typically take the form of Assurance. This was seen as a snapshot-in-time event, where 
an evidence pack was provided during system commissioning. Now, as a reaction to the dynamic 
nature, the threat changes and new vulnerabilities are uncovered, a continuous assurance process 
is recommended. This is often provided by integration into a security management scheme such 
as ISO 27001 [1].

The MOD have also recognised this with the Secure by Design [39] approach, defined as “An 
approach that enables a culture of proactive risk management and appropriate security 
considerations throughout a capability’s lifecycle”. As the MOD evolves on the Secure by Design 
journey, the process of Accreditation will evolve towards continuous risk management, part of the 
continuous assurance process.

                                          

Nexor’s experts can support the assurance process.

                                          

A typical Nexor engagement would support in:

• Identifying the risks;

• Designing a solution;

• Providing evidence the solution mitigates the risks;

• Identifying any Residual Risks;

• Provide ongoing assurance activities to manage evolving threat and vulnerabilities.

mAnAge And AdApt the solution

Principle 6 of Secure by Default [40] states “security should constantly evolve to meet and defeat 
the latest threats – new security features should take longer to defeat than they take to build”.

Once systems are deployed, ways of working become established, and potentially new or different 
uses identified, beyond those original designed. This leads to a difference in what a system was 
“built for” and what it is “used for”. This difference can lead to the emergence of new risks. The 

the ClimAte is ChAnging, whAt weAther 
pAtterns CAn we expeCt in the future, is A dAm 

suffiCient?
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Continuous Assurance process discussed above will identify new threats and vulnerabilities 
as they occur, leading to new risks. Managing this risk may require the solution evolves with 
re- configuration, or additional capability.

This is especially relevant in a cloud context, where the evergreen philosophy means services are 
constantly evolving. This evolution will alter (positively or negatively) the threat environment. The 
impact on risk needs to be assessed, and if relevant the solution adapted.

Nexor approaches projects in an agile way, enabling the solution to be adapted as needed to meet 
emerging risks.

                                          

Nexor approaches projects in an agile way, enabling the solution to be adapted as needed to 
meet emerging risks.
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term desCription

API Application Programming Interface

CAV Connected Autonomous Vehicle

CDS Cross Domain Solution

CIA Confidentiality, Integrity, Availability

CSP Cloud Service Provider

DCS Data Centric Security

Dstl (UK) Defence Science and Technology Laboratory

HMG His Majesty's Government

HTG High Threat Gateway

JSP Joint Services Publication

MDI Multi Domain Integration

MOD (UK) Ministry of Defence

NATO North Atlantic Treaty Organisation

NCSC (UK) National Cyber Security Centre

NIST (US) National Institute for Science and Technology

REST REpresentational State Transfer

SInfoE Single Information Environment

SIntE Single Intelligence Environment

SIXA® Secure Information Exchange Architecture

SMTP Simple Mail Transfer Protocol

TLS Transport Layer Security

ZeTruDE Zero Trust Development Environment
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term desCription

Accreditation Accreditation is a process confirms that a specific system employs 
appropriate security control to allow information to be stored and 
processed with an acceptable level of risk.

Accredited When a system has a successful outcome of an Accreditation process, the 
systems deemed to have been accredited.

Assurance “Grounds for justified confidence that a [security or privacy] claim 
has been or will be achieved”. NIST Risk Management Framework for 
Information Systems and Organizations [41].

Browse Down A security approach that provides a view of untrusted data without the 
need to copy it to a trusted domain. The approach is used to mitigate 
security risks from an untrusted downstream network penetrating a 
trusted network.

Bump in the Wire A security solution that is put in place on the wire that connects two 
systems.

CDS Principles See: NCSC – Security Principles for Cross Domain Solutions [11]

“Thirteen things that need to be good to make a secure Cross Domain 
Solution.”

Certification “A comprehensive assessment of the management, operational, and 
technical security controls in an information system, made in support of 
security accreditation, to determine the extent to which the controls are 
implemented correctly, operating as intended, and producing the desired 
outcome with respect to meeting the security requirements for the 
system”. NIST Risk Management Framework for Information Systems 
and Organisations [41].

Certified The successful outcome of certification.
Cloud Platform A compute platform that resides in a cloud, which includes the operating 

systems and hardware needed to operate the platform.
Cloud Security 
Principles

See: NCSC Cloud Security Principles [8];

“The cloud security principles are designed to help you choose a cloud 
provider that meets your security needs. You will separately need to 
consider how you configure your cloud services securely.”
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term desCription

Cloud Service 
Provider

An organisation that offers a cloud-based application, platforms, or 
infrastructure, typically follow the NIST cloud models [4].

Cloud Tenant A customer of cloud computing services.
Community Cloud “The cloud infrastructure is provisioned for exclusive use by a specific 

community of consumers from organizations that have shared concerns” 
– NIST[4].

Contact Based Attack 
Protection

See: NCSC principle on “Contact Based Attack Protection” [16]

“A CDS should provide a strong level of protection against attacks which 
use malicious content contained, even concealed, in data files, or other 
data constructs. Such attacks could adversely affect data processing on 
the receiving network, or the correct operation of the CDS itself.”

Content, Disarm and 
Reconstruction

A security technique involving scanning and removing potentially 
malicious code from files [17].

Cross Domain A Secure Information Exchange situation requiring a Cross Domain 
Solution.

Cross Domain 
Solution

According to NCSC [11] “the term Cross Domain Solutions refers to a 
set of architectural techniques and supporting technologies used to 
build secure end to end connectivity between IT systems that you trust 
differently (different security Domains).”

Cross Domain Solution are also distinct from Multi-Domain Integration 
(MDI) [42], which “focuses on how to integrate across the Domains and 
levels of warfare” which uses the term Domain to refer to “maritime, 
land, air, space, and cyber and electromagnetic”.
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term desCription

Data Centric Security Data Centric Security (DCS) is an approach to security proposed by NATO 
in DCS Vison and Strategy [22], to “enhance the principal benefits of 
operational agility and security”.

According to the vision paper “A DCS approach facilitates at its core, 
the labelling of our data with trusted metadata, access management, 
automation for sharing information cross domain and latterly, 
cryptographic object level protection to deliver enhanced post-release 
control and data leak protection”.

The DCS concept has been adopted by UK MOD as part of its Cyber 
Resilience Strategy.[23]

Data Diode A network device, proven by design, that only allows data to flow one-
way. This includes control protocols to support the data transfer.

Data Guard A Data Guard is part of a Secure Information Exchange solution. It will 
inspect the application level data and perform checks on it – typically 
checks to see if the data conforms to a security policy (See Data 
Validation). Often deployed in a High Assurance context.

Data Transformation Data Transformation is the process of converting data from one format to 
a new format, to reduce risks of hidden or malicious content.

Data Validation Data Validation is performed by verifying the content is compliant to a 
defined policy.

Domain In a CDS context, according to NCSC [11] the term Domain is “used for 
a collection of computer and network equipment that shares services, 
accesses, and has the same rules and policies”.

In an MDI context, the MOD define Domains as “land, air, space, and 
cyber and electromagnetic”[42].

Evaluation The process of gaining assurance.
Flow Control A security control to ensure data can only flow in the direction intended 

by the security architect.
Function as a Service “Function-as-a-Service(FaaS) is a type of cloud-computing service 

that allows code to be executed in response to events without the 
complex infrastructure typically associated with building and launching 
microservices applications.” [43] 
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term desCription

Hacker Synonym for the more accurate term Threat Actor.
High Assurance 
Principles

See: NCSC Design Guidelines for High Assurance Products[33]

“Approaches to the design, development and assessment of products 
capable of resisting elevated threats.”

High Threat Gateway A term defined by JSP 604 [34] to refer to a cross domain security 
solution “used where the communicating parties have significantly 
different security policies or operating domains, such that the risk of 
data transfer adversely affecting one on the systems is considered high.”

Hybrid Cloud “The cloud infrastructure is a composition of two or more distinct cloud 
infrastructures (private, community, or public).” – NIST [4].

Information Exchange 
Gateways

A NATO concept to facilitate secure communication between different 
security and management domains. See also Data Guard and Cross 
Domain Solution.

Infrastructure as a 
Services

“The capability provided to the consumer is to provision processing, 
storage, networks, and other fundamental computing resources where 
the consumer is able to deploy and run arbitrary software, which can 
include operating systems and applications” – NIST [4].

Lateral Movement “After an attacker has gained an initial foothold in a network, they will 
typically look to broaden and cement that foothold whilst gaining further 
access to valuable data or systems. This activity is known as lateral 
movement.” – NCSC [44].

Lift and Shift A cloud practice of taking an on-premises design and moving it to a cloud 
platform without any redesign to take advantage of cloud capabilities or 
mitigate altered risks.

Micro-segmentation “Micro-segmentation is a network security technique that enables 
security architects to logically divide the data centre into distinct security 
segments down to the individual workload level, and then define security 
controls and deliver services for each unique segment.” – VMWare [45] 

Multi-Domain 
Integration

According to MOD [42], MDI “focuses on how to integrate across the 
Domains and levels of warfare and provides a vision for the development 
of an integrated force out to 2030 and beyond”.
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term desCription

Network Based Attack 
Protection 

See: NCSC Network Based Attack Protection [46].

“A number of components within your cross domain solution will need to 
communicate externally and hence could be targeted by attackers. It is 
therefore important to have a clear separation between these externally 
exposed components, and internal components which have connectivity 
to more protected core network systems and services. Between these 
two sets of components, controls need to be in place to prevent onward 
compromise.”

Platform as a Service “The capability provided to the consumer is to deploy onto the cloud 
infrastructure consumer-created or acquired applications created using 
programming.” – NIST [4].

Private Cloud “The cloud infrastructure is provisioned for exclusive use by a single 
organisation comprising multiple consumers.” – NIST [4].

Protocol Break A security technique that terminates a network connection, extracts 
the relevant information, and uses this to initiate a new connection. 
Thereby eliminating any vulnerabilities in the underlying communication 
protocols.

Public Cloud “The cloud infrastructure is provisioned for open use by the general 
public.” – NIST [4].

Residual Risk “The risk remaining after risk treatment.” – ISO 27005 [37].
REST API “A REST API (also known as RESTful API) is an application programming 

interface (API or web API) that conforms to the constraints of REST 
architectural style and allows for interaction with RESTful web services. 
REST stands for Representational State Transfers.” – RedHat [47].

Secure by Default See: NCSC Secure by Default [40].

“Technology which is Secure by Default has the best security it can 
without you even knowing it's there, or having to turn it on.”

Secure by Design “An approach that enables a culture of proactive risk management and 
appropriate security consideration throughout a capability’s lifecycle 
by connecting cyber security principles, roles, processes, tools and 
techniques to achieve secure systems”.[39]
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term desCription

Secure 
Communications 
Principles

“An approach that enables a culture of proactive risk management and 
appropriate security consideration throughout a capability’s lifecycle 
by connecting cyber security principles, roles, processes, tools and 
techniques to achieve secure systems.”[39]

Secure Design 
Principles

See: NCSC Secure Design Principles [7].

“These principles are intended to help ensure that the networks 
and technologies which underpin modern life are designed and built 
securely.”

Security Enforcing 
Function

“The hardware, software, or firmware of the system responsible for 
enforcing the system security policy and supporting the isolation of code 
and data on which the protection is based.” – NIST [48] 

Secure Information 
Exchange

The migration of data from one computer to another, irrespective of 
context, in which identified security risks are managed.

Shared Responsibility 
Model

“The cloud security shared responsibility model is commonly used to 
describe the fundamentals of who looks after the security of your data 
and services.

As with any outsourcing agreement, there is a joint responsibility for the 
security and availability of data and workloads in a cloud service that is 
shared between the cloud provider and the customer of that service. The 
amount of responsibility that each party must own will depend on the 
type of service, and how the service provider has chosen to implement 
it.”

From the Cloud Security Principles
Single Information 
Environment

JSP 604 [34] defines the Single Information Environment “aims to deliver 
the right information, at the right time, to the right quality, seamlessly in 
the user’s hands, whatever the source. This is an underpinning enabler 
for digital transformation and information advantage.”

Single Intelligence 
Environment

The Single Intelligence Environment is the UK MODs “vision is for a 
Defence-wide approach and environment, enabled by architecture and 
process, through which appropriate and timely intelligence reaches the 
user on time based on operational need, rather than their organisation, 
classification or method of collection”. [49]
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term desCription

Software as a Service “The capability provided to the consumer is to use the provider’s 
applications running on a cloud infrastructure.” – NIST [4].

Threat Actor Groups or individuals capable of carrying out a cyber-attack.
Zero Day Attack An attack that uses a previously unknown vulnerability to execute an 

attack. As such malware defence signatures are unlikely to detect the 
attack.

Zero Trust NCSC Zero Trust Principles state “Zero trust is an architectural approach 
where inherent trust in the network is removed, the network is assumed 
hostile, and each request is verified based on an access policy.”

Zero Trust Principles See: NCSC Zero Trust Architecture Design Principles [10]:

“The principles within this guidance will help you design and review 
a zero trust architecture that meets your organisation’s individual 
requirements.”

TABLE 3: DEFINITION OF TERMS
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