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INTRODUCTION

The events of 2020 have put immense pressure on people and organisations alike to adapt to
drastically changing circumstances within a very short timeframe. These forced changes had
an understandable but worrying impact on an organisation’s ability to effectively implement
adequate cyber security protective measures, whilst facing a complete shift in employee
working patterns. Rapid changes in corporate security policies and supporting technology
implementations were required to counteract cyber criminals for whom countless new avenues
of attack had suddenly opened up. It was open season for Phishers, with a rich area of new
topics almost guaranteed to spark interest and lure unfortunate recipients into providing their
passwords. Cyber criminals raked in the “ransomware revenue” with some estimates1 putting
this at a minimum of US$1bn in ill-gotten gains, and just when you thought 2020 could not get
any worse, FireEye broke the news of the Sunburst hack.
Altogether, 2020 was undoubtedly a bountiful year for those who would abuse or exploit our
information systems for their own nefarious purposes; leaving us to ask the question “How can
we learn from this and fight back in 2021 by strengthening our cyber defences?”.

1

https://safeatlast.co/blog/ransomware-statistics/	 

20/20 VISION – IS NOT ALL IT’S CRACKED UP TO BE

1

KEY TRENDS FROM 2020

1. Organised crime has changed tactics and moved beyond simply encrypting data for ransom.
In short, if their planned actions have the potential to damage your business, it presents
an opportunity to extort money. With the rise of the Internet of Things, Industrial Internet,
and connected transport, we should anticipate criminals are eyeing up business critical
processes, leading to attackers making demands like “To regain control of this businesscritical piece of machinery / data / process / vehicle, please pay <big number>2 in bitcoin.”
2. The statistics show that initial intrusions often start with weak passwords or a successful
phishing attempt. (“SolarWinds123” and “MAGA2020” seem to have been proven genuine).
Worse, hackers are starting to find techniques that circumvent two factor authentication
controls. We can expect the phishers to create ever more convincing messages for us
to click on, in a game of cat-and-mouse with the authorities and service providers that
are improving their success rate in rapidly blocking such sites. Evolution in Deep Fake
technologies, as demonstrated by the Channel 4 “Queen’s Speech”, will almost certainly
have a role here.
3. The Sunburst (codename for the attack on SolarWinds) attack has demonstrated the
capability of highly sophisticated and targeted attacks (luckily these are only a tiny minority
of total attacks); we can be sure that more will emerge about the attacker’s identity and
motives in 2021. The key takeaway here is “collateral damage”, as in the Sandworm case –
your business may not be the initial target, but can easily still get hit.
4. With the increase in attacks, there is a growth in the “solution supplier” market. Some of
these are great products, others are opportunistic snake oil.
5. There is a lot of talk about machine learning in cyber security, and its use by attackers,
but case studies are thin on the ground, and according to Gartner there are “exaggerated
expectations”.
6. Finally, perhaps the biggest lesson is that we need to be ready for something unpredictable.
Major events like the Olympics and Post-Brexit consolidation will almost certainly create
new opportunities in some way, shape or form for cyber criminals in the coming year.

2
The sophistication is such that they will almost certainly have assessed your accounts and determined how
much <big number> should be in terms of the cost of lost productions / IP / recovery, and affordability in terms of
liquid assets.
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THE SUNBURST ATTACK

Coming right at the end of 2020, the year that kept
giving, Sunburst is so significant that we should
spend a few more moments exploring it further.

Defending against Sunburst and subsequent
similar attacks – Hot Topics for 2021

The synopsis is a well-resourced hacker group
successfully accessed SolarWinds and modified
their software, exploiting a vulnerability referred to
as Sunburst. This modified software was supplied
to a large number of SolarWinds’ customers3 ,
including many government and military customers
(such as the US Nuclear Weapons Agency – a hack
does not get a lot bigger than that). The modified
software allowed the hacker group to attack these
customers directly. The full scope / success of the
attack on government and military targets has not
yet been declared – but the fact the NSA and NCSC
have both broken cover and are providing public
advisories so soon after the attack is a strong
indicator of the severity with which government
agencies are treating it.

•

The security of how software updates are
verified will become an issue;

•

Segregating networks will be a key topic
once again;

•

“Zero Trust” architectures and practices
will be used to affirm identity and access
rights;

•

How you verify your supply chain will
become a core focus;

•

Protecting crypto keys will become an
issue;

•

Preventing malware / attackers calling
home.

Nexor can help you find a solution for each of
these scenarios!

It will have ramifications that extend well past 2021
as companies deal with the initial fall out, into the
longer-term, as security practices need to adapt to counter the new hacker tactics deployed in this
attack. Certain security commentators have raised the question of whether it’s even possible to
prevent attacks of such sophistication. At Nexor, we agree that it is incredibly difficult to protect
against these types of attacks, but it does not fall short of impossible, if you employ a systematic,
risk based approach to all aspects of your cyber security.

3
The SolarWinds web site contained a list of their customers (now removed), so made the attacker job easy here.
There is an interesting business dilemma – to publish for marketing, or be reserved for security?	 
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PROTECTION AGAINST THE TRENDS

So, if 2020 was a good year for cyber criminals, let 2021 be the year we push them back
into the shadows. For this we need to know the tactics we can adopt to protect against
these trends.
1. Essential: Many commentators recommend
building scare stories to engage with the Board
about cyber security; however, we disagree.
We believe the Board knows the situation in
general is bad, just not how it relates to its
own business, and what can be done about it.
We advise a simple prescription. Assess your
assets and their value to a potential attacker,
determine the business security objectives, and
use this information to put in place a security
management system4, monitored by the Board
based on effectiveness metrics. Many SMEs
struggle with this, hence the rise of the virtual
Chief Information Security Officer.

Tell-tale signs of snake oil…

2. Essential: Adoption of Cyber Essentials will
ensure you have a baseline set of controls in
place, that will help prevent unsophisticated
attacks (the majority) from succeeding. At
Nexor, we advocate taking it a step further and
going for Cyber Essentials Plus, as it gives extra
3rd party assurance that you have implemented
the baseline controls effectively.5 Read more.

“Our solution is 100% secure” – Can
you prove it? Anyway, matters not, the
attacker will use the back door where
your solution is not installed.

This should include cyber awareness training
across the business into topics like password
hygiene and phishing avoidance, but this needs
to be ingrained into your corporate social
responsibility practices to be truly effective –
just like wearing Covid face masks, everyone
needs to be onboard to maximise safety and
control.

“We are secure because we have
military grade security” . Great, no
point in trying to break that, attackers
will steal the keys instead. (Plus,
it’s almost certainly not military
grade). Excerpt from - I won’t buy
your Product if it implements Military
Grade Security
“We solve all your security issues”
– there is no single silver bullet –
security is combination of people,
processes and technologies. Excerpt
from - Financial Services Webinar

“We have a next-gen blockchain AI
cure” – avoid excessive technobabble.
Has it been proven to work? Excerpt
from - How To Recognize False
Claims And Avoid Cybersecurity
‘Snake Oil’
“We are secure, we’ve been
penetration tested”. Great, your front
door is locked, the attacker will climb
through the window instead.

4	 Such as found in ISO 27001, or IASME.
5	 A specific Cyber Essentials control is about managing privileges access. SolarWinds attackers managed to gain privileged access.
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PROTECTION AGAINST THE TRENDS CONT.

3. Essential: Avoid snake oil opportunists, by carefully selecting the products and services you
use. Look for reputation, references, 3rd party accreditation and consider a 2nd party audit.
Beyond this, consider establishing a process that determines the impact a security failure of
each supplier would have, and implement appropriate risk mitigations. Read more.
4. Intermediate: If you are a part of a supply chain that is at all sensitive, then you can expect
increased compliance demands. Cyber Essentials is a solid starting point, but we should
anticipate a move towards more governance-oriented standards such as ISO 27001 and
IASME. Given it takes, on average, 12 months to obtain ISO 270016, it would be a wise
investment to start planning now if you haven’t already done so. Read more.
5. Intermediate: Incident Response! Never assume it won’t happen to you. It will, and you need
to be ready. Have an incident response plan, and make sure to practice it regularly. Know
where your skills lie, and who / when you will call for help if the incident exceeds your own
capability to deal with it. Does your insurance cover external emergency response costs?
Read more.
6. Advanced: Assess all the information flows in your business and assess which services /
systems needs direct Internet access. If direct Internet access is not needed for a service /
system, then consider running it in an isolated network segment.
7. Advanced: Zero trust is an approach to ensure access to services is only granted to trusted
people from trusted environments or devices. This is an advanced and emerging topic that
we will hear more of in response to Sunburst. In the first instance adopting the principle of
“know who is accessing your systems”, which aligns with Cyber Essentials guidance is a good
place to start. Read more.
As can be seen from this (incomplete) list, Cyber Security is a complex topic, covering many areas
and requires expertise to handle it effectively. As an organisation you most likely engage financial
experts to help with fiscal matters and legal experts to advise on contractual matters; however,
do you engage with cyber security experts in the same manner? If you need a cyber security
professional, we strongly recommend engaging with one endorsed by the NCSC for having the
required expertise. Read More.
The battle is not entirely down to you protecting your business. In 2021 we can expect to see
fightback being mounted by big software, service providers and infrastructure players too by
way of domain takeovers and even automated quarantine7 practices, as well as takedowns from
national authorities. You can support this approach in your business by implementing antispoofing controls.
6	 Nexor helped a customer achieve ISO 27001 in 4 months
7	 This in itself bring a whole new dimension to the “availability” axis of cyber security, that security professionals
will need to learn to deal with.
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SUMMARY
In risk management, a risk is often characterised as “Risk = Probability X Impact”. On
most risk registers, if it had even been considered, a pandemic would likely have been
characterised as extremely low probability, and the impact potentially underestimated.
Therefore, the risk would have been very low on any priority list for treatment. The
overarching lesson we must learn from Covid, is that business resilience can be severely
threatened by unexpected sources and that however low we assess the probability of
an event to be, we need appropriate responses in place to ensure business survival. To
compound the bad news from a strictly cyber security perspective, Sandworm was a
warning and Sunburst a wakeup call – wide scale, sophisticated, nation state attacks can
no longer be considered unexpected. Any business in the public sector supply chain should
be considered as a legitimate target for the perpetrators of these attacks.
The Covid fightback will begin in earnest in 2021, with the wide scale roll out of vaccines.
Let 2021 be the start of the Cyber fightback too. Maybe we could help you start with a
cyber health check, or take our quick health check quiz to establish how prepared your
business is to handle a basic attack.
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