
 

 

When your trusted experts don’t have the answer, you need 
someone with the understanding to do the research and the 
expertise to develop and demonstrate the solution.  

THE CLIENT 

The research and development department of a European organisation. 

THE CHALLENGE 

The UK national technical authority, CESG, which advises the UK Government on security 
issues has published guidance for the secure use of various end-user platforms. One 
element of security incorporated into the guidance is the ability of the platform to boot 
securely, ensuring that nothing has interfered with the process. 

Ubuntu Linux scored highly in many aspects in the guidance – but could not easily be 
configured to boot securely. The challenge was to undertake research that identified the 
components required to enable this functionality and to implement a demonstration of it 
working.  

THE SOLUTION 

The first stage was to identify relevant existing research, review it and work to link it 
together, forming a comprehensive body of knowledge. This was followed by an evaluation 
phase, when we selected elements of this research – which included some open source 
software – and combined them into a possible solution. 

We used our expertise in integrating components from different sources and our 
experience in developing systems that boot securely to develop a solution.  

Having connected the components and ensured each passed relevant information to the 
next in the chain without risk of compromise, we developed a small firmware module to 
start the process. With the exception of the firmware module, the components were already 
available as open source software. 

With the client’s consent we exceeded the original expectations by also exploring Integrity 
Measurement Architecture (IMA) to secure the system at runtime. 

RESEARCHING SECURE BOOT IN LINUX 



 

 

Once the operating system was operational we configured IMA to ensure the on-going 
integrity of the solution. This was achieved by using an open standard; namely, the IMA 
appraisal component, which takes information from the attestation logs and checks against 
all the system components to ensure that they are still clean and have not been 
compromised by malware or additional code. 

Nexor now has a clear understanding of what needs to be used to securely boot a device 
running Ubuntu Linux; how it needs to be configured; and how it could be built into a readily 
available solution. 

A demonstrable solution – a laptop able to securely boot into Ubuntu Linux – was available 
within three months of being asked to investigate the issue, and all of the information 
gained was shared with the client who commissioned the research. 

TRUSTING THE SOLUTION 

Nexor has a long history of innovation. We are security experts and have been at the 
forefront of developing new solutions to meet our clients’ exact requirements for over 
25 years. We take the time to fully understand the security issues and vulnerabilities our 
clients face, and their need for a reliable and robust, secure system. 

We have significant experience in the secure booting of appliances, for example, Nexor 
Sentinel which runs on Red Hat Enterprise Linux. We have taken this knowledge and 
applied it to the problem at hand: the secure booting of an operating system on a user 
device. 

We used this knowledge, together with our experience in cyber security and strong 
background in research, to identify potential components meeting industry best-practice.  

The demonstrated solution was validated by third-party experts, who verified that the boot 
process was working as expected. 

All our development is within our CyberShield Secure® Development facility, which 
establishes and incorporates security objectives throughout the development process. We 
follow industry best-practice and have the certifications and accreditations to prove it, 
including Cyber Essentials, TickITplus, ISO 9001, ISO 27001 and Investors in People Gold. 

Our external-facing staff are able to undertake government classified work. They also hold 
certifications and accreditations that demonstrate their professional knowledge and 
expertise, including: 

  CISSP (Certified Information Systems Security Professional)  

  CSSLP (Certified Secure Software Lifecycle Professional) 

  CESG Certified Professionals. 

Our staff development programme is aligned to the Skills Framework for the Information 
Age (SFIA), the industry’s most widely adopted and relevant best-practice benchmark for 
IT skills, training and development. 



 

 

THE IMPACT 

Our client is now using the solution to advance their plans in adopting Ubuntu Linux within 
their organisation. 

The impact of this research also has wider-reaching implications. Not only has the 
identified gap in the security of Ubuntu Linux been filled, but anyone could use our 
research findings, in conjunction with the guidance information on the CESG website, to 
recreate the developed solution in their organisation, as the majority of the components are 
available as open source. 

This means that Ubuntu Linux is now a realistic choice of platform for anyone requiring a 
secure system. 

Our ability to understand and apply discrete pockets of knowledge to solve a problem, 
using our own research and development capability to fill any gaps in existing knowledge 
and solutions makes us a market-leader in the field. A solution does not have to exist for a 
problem: we will define and develop one. 

NEXOR CAPABILITIES 

Nexor provides solutions to get information in to and out of secure networks. This enables 
organisations to perform more efficiently and effectively. The connection of secure 
networks is achieved by using people, process and technologies that align to best cyber 
security practice established by national authorities. 
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