
 

 

NATO needed an email guard that met their specific 
requirements, with the ability to manage the variations in its 
members’ systems. Nexor had the expertise to create one: 
Nexor Sentinel. 

THE CLIENT 

NATO – comprising 28 member states. 

THE CHALLENGE 

NATO needed an email guard that met their specific needs and could cope with the 
different message structures of the 28 individual member states. They also wanted to 
enable other organisations to connect securely. 

The size and complexity of the organisation meant that NATO needed a guard it could 
trust, and could specify to its members without having to re-evaluate it for each individual 
scenario. 

THE SOLUTION 

Nexor rapidly responded to NATO’s specific requirements, meeting their strict criteria. 
Enhancements to an existing product both increased functionality and simplified 
configuration and led to the development of a new email guard, Nexor Sentinel. 

The email guard is extremely flexible and is able to cope with the different label structures 
of the 28 member states of NATO. Nexor Sentinel examines the first line of text (FLOT) for 
a security label, identifies its components and uses them to determine which action to take. 

Nexor Sentinel incorporates technology that examines the content of messages to ensure 
they are treated appropriately. Other technologies, including virus scanning, are also 
incorporated to further protect important messaging networks. 

We streamlined the deployment of the solution by delivering Nexor Sentinels to NATO as 
appliances that were fully installed and were ready to use with a baseline configuration that 
met their needs. Fine-tuning to meet exact requirements, as these evolved, was then 
carried out by NATO. 

We provided training for those administering Nexor Sentinel; supporting them in 
establishing a framework that maintains a high level of security whilst ensuring efficient 
message handling. This allows appropriate messages to pass through the system 
unhindered, whilst others are filtered to operators for checking. 

DEVELOPING AN EMAIL GUARD FOR NATO 



 

 

Since its initial development the requirements of NATO and a broad set of 5 Eyes Nations 
have been incorporated in the evolution of the email guard. 

Developments in the latest version, Nexor Sentinel 3, help to reduce the total cost of 
ownership without sacrificing security or flexibility: 

 It is now built using standard components on an industry-standard platform (HP 
Proliant servers), which keeps costs down as administration and maintenance is 
straightforward. 

 It has also been evaluated as an appliance (both the software and the hardware on 
which it runs), which means that it can be plugged into any system, thereby easing the 
process for accrediting solutions. 

TRUSTING THE SOLUTION 

Nexor has been at the forefront of Secure Information Exchange for over 25 years. We fully 
understand the operational requirements of military organisations and their need for a 
reliable and robust, secure system. 

Nexor Sentinel has now been in use for almost a decade by NATO, and has proven its 
effectiveness in some of the most challenging operating environments. 

 It is based on SE Linux – configured following NSA (National Security Agency) 
guidelines – security is an integral part of the solution. 

 It forms part of our industry-leading SIXA® technology portfolio, which is aligned with 
architectural patterns from CESG, the UK National Technical Authority for Information 
Assurance, and offers both security and flexibility. 

 It is accredited to the Common Criteria standard at CC-EAL4+ level. 

All our development is within our CyberShield Secure® Development facility, which 
establishes and incorporates security objectives throughout the development process. We 
follow industry best-practice and have the certifications and accreditations to prove it, 
including Cyber Essentials, TickITplus, ISO 9001, ISO 27001 and Investors in People Gold. 

Our staff development programme is aligned to the Skills Framework for the Information 
Age (SFIA), the industry’s most widely adopted and relevant best-practice benchmark for 
IT skills, training and development. 

All of our external-facing staff are able to undertake government classified work. They also 
hold certifications and accreditations that demonstrate their professional knowledge and 
expertise, including: 

  CISSP (Certified Information Systems Security Professional); 

  CSSLP (Certified Secure Software Lifecycle Professional); 

  CESG Certified Professional. 

 



 

 

THE IMPACT 

The deployment of the solution means that high security messages can be sent with 
reassurance that human error is not going to result in inappropriate data leaving a secure 
system.  As an organisation that relies on the co-operation and collaboration of its member 
states, this enables NATO to focus on its primary objectives. 

The quality of Nexor Sentinel led to NATO specifying the use of it for a sub-set of its email 
communications, which saves NATO time and money in future procurements. 

Since its creation, Nexor Sentinel has been adopted by individual NATO member nations in 
solutions Nexor has provided, as it is both trusted and users have prior experience of the 
product. 

Nexor Sentinel is now widely available to other organisations as part of our SIXA® 
technology portfolio. 

NEXOR CAPABILITIES 

Nexor provides solutions to get information in to and out of secure networks. This enables 
organisations to perform more efficiently and effectively. The connection of secure 
networks is achieved by using people, process and technologies that align to best cyber 
security practice established by national authorities. 
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