
 

 

The ways we create, store and share information are 
changing. New ways of keeping this information secure are 
needed if we want to continue working efficiently in a more 
open environment. 

THE CLIENT 

The Defence Science and Technology Laboratory (Dstl) on behalf of the UK Ministry of 
Defence.  

The Dstl established CSIIS, (Command, Control, Communications, Computing, 
Intelligence, Surveillance and Reconnaissance [C4ISR] Secure Information Infrastructure 
and Services). A consortium, led by QinetiQ (called Sirius, comprising over 40 
organisations) provides the experience and research capability for CSIIS. 

THE CHALLENGE 

Currently, when sharing information between secure systems, security is currently 
implemented on a system by system basis, partially within the system and partially at the 
boundary of the system. Modern working environments include devices that do not belong 
to the organisation (so called Bring Your Own Device - BYOD); application servers that are 
outside the organisation’s control (the cloud); and the need to directly access partner 
systems (coalition interoperability). 

Existing boundary controls, while the best on offer today, are limited in this scenario. 
Although they are effective in what they do, they provide a very coarse level of access 
control with security properties that are managed at the system level. With today’s systems 
a much finer grain approach is needed with security managed at the information object 
level, as defined by the information owner, not the system owner. 

THE SOLUTION 

Selected Sirius members worked collaboratively on this research project: Airbus Defence 
and Space, BAES, HW Comms, Nexor, QinetiQ and Thales. 

The outcome of this project was a scoping study report which showed how an Information 
Based Security paradigm could be applied and also recommended future activities to 
enable realisation. 

Nexor presented a summary of the report at the 2014 Annual Symposium of the UK 
Information Assurance Advisory Council (IAAC) and won the award for the best research 
poster. A copy of the poster is available on the IAAC website at http://nxr.co/IAAC-poster. 

AN INFORMATION-BASED SECURITY MODEL 



 

 

TRUSTING THE SOLUTION 

A number of Sirius members were invited to submit proposals showing the ways in which 
they could contribute. The final team for this project was selected by QinetiQ (the team 
leader) based on the experience and field of expertise they could bring to the project. Each 
of the team members has recognised experts and an impressive history of achieving 
technically challenging solutions. 

Although commercially some of the team members are competitors, in the context of the 
Sirius research team they all agree to work collaboratively. They worked towards their 
common goal openly and transparently, cooperating with each other to resolve technical 
and other issues. 

In addition to being part of the overall delivery team, a separate expert from Nexor provided 
an independent technical review of the overall report, ensuring that the different teams had 
reached a consensus and that the proposed solution was theoretically sound. 

Looking specifically at Nexor’s ability to contribute, we have a strong history of research 
and innovation. We identify needs and find solutions to meet them, leading the way in 
overcoming security challenges in our area of expertise, and sharing that knowledge with 
others where appropriate. 

THE IMPACT 

An approach to information sharing that matches a modern organisation’s needs for 
flexibility, security and the ability to respond quickly is essential. Without it, organisations 
cannot operate at maximum efficiency, with their effectiveness or security – or both – being 
compromised. 

The outcome of this research has an impact wherever people need to share information 
securely, whether that is in a military, financial or commercial environment. The ways in 
which we create, share and store information have already changed in many sectors of 
modern society – it’s only a matter of time before these changes permeate the most secure 
of environments. 

An old model of sharing information does not work in a modern environment. It prevents 
people and organisations from taking advantages of new ways of working, constraining 
them to methods that are compatible with the security approaches used. 

Using shared knowledge and expertise to find a workable solution now enables 
organisations to move forward when they are ready to do so, instead of being held back by 
technical constraints. 

NEXOR CAPABILITIES 

Nexor provides solutions to get information in to and out of secure networks. This enables 
organisations to perform more efficiently and effectively. The connection of secure 
networks is achieved by using people, process and technologies that align to best cyber 
security practice established by national authorities. 
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