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Data Labelling and International Interoperability

ƴNeed to interoperate securely 
across different security 
policies 

ƴDifferent nations have different 
policies

ƴLabelling is a means of 
security policy mapping / 
enforcement

ƴMaps handling, access etc 
policies
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Key Labelling Concepts

ƴFrom Workshopé

ƴLabelling policy

ƴLabel generation

ƴLabel binding

ƴLabel retention

ƴLabel review

ƴLabel mapping / gatewaying

ƴLabel based guarding (releasing)
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Barriers to Successful Deployment

ƴFrom Workshopé

ƴNo single policy exists for the classification or 'sensitivity' 

labeling of information

ƴNo consistent location for the electronic 'storageó of such labels 

in an agreed format

ƴNo common binding format

ƴNo single definition of attributes or schema

ƴIntegration into wider IA environment

ƴ E.g., identity management, clearances, trust modelsé

ƴNot recognised by data processing applications
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Labels Enabling Data Sharing

ƴSecure & Reliable Data Sharing is about people and process:

ƴ Supported by culture & technology

ƴSupporting culture includes:

ƴ Policies and standards 

ƴ Corporate commitment and communication

ƴ Education

ƴSupporting technology includes:

ƴ Architectures

ƴ Solution components

ƴ Policy enforcement

ƴ Assurance
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Generic Guarding Architecture
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Generic Guarding Architecture
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ÅNeed a common definition language

ÅSyntactic (XrML, XACML, ...)

ÅLogical (SecPAL, ...)

ÅNeed a common transport
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