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Data Labelling and International Interoperability

Y Need to interoperate securely
across different security
policies

Above Secret

| Secret

Restricted

y' Different nations have different

policies Unclassified

Yy Labelling is a means of
security policy mapping /
enforcement

y' Maps handling, access etc
policies
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Key Labelling Concepts

YVYFrom Wor kshopeée

y' Labelling policy

y' Label generation

y' Label binding

y' Label retention

y' Label review

y' Label mapping / gatewaying

Yy Label based guarding (releasing)
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Barriers to Successful Deployment
YFrom Wor kshopeée

Y No single policy exists for the classification or 'sensitivity'
labeling of information

Y No consistent | ocation for the
In an agreed format

Y No common binding format
Yy No single definition of attributes or schema

Y Integration into wider IA environment
yE.g., 1 dentity management, <cl| ea

Yy Not recognised by data processing applications
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Labels Enabling Data Sharing

Yy Secure & Reliable Data Sharing is about people and process:
y  Supported by culture & technology

y" Supporting culture includes:
y Policies and standards

y Corporate commitment and communication
y Education

Yy Supporting technology includes:
y Architectures
y Solution components
y Policy enforcement
y Assurance
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Generic Guarding Architecture

Policy Decision
Point

Data
Transmission

Policy Enforcement
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Generic Guarding Architecture

ANee a common definition language APOli
Syntactic (XrML, XACML, ...) ' Local
A Logical (SecPAL, ...) ADomaln
ANeed a common transport ' ACoalltlon
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Operational Labelling Challenge

Policy Management
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